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(54) RIGHT PROTECTION METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To protect a copyright of contents stored in a storage 
medium and each right of broadcast enterprises and users. 

SOLUTION: In order to protect the copyright of contents that is stored in a storage 
medium and carried and the right of broadcast enterprises and users, a transmitter 
side encrypts the contents, set its key to meta data, encrypts the meta data by using 
a different key, and distributes the encrypted contents and the encrypted meta data 
as a set. A reception terminal decodes first the encrypted meta data in the encrypted 



contents and the encrypted meta data received by the terminal, acquires the key for 
the contents, and stores the key to a key table in the reception terminal where the 
security is secured. Then, the reception terminal again encrypts the meta data by 
using the key the same as that of the contents and stores the encrypted contents and 
the encrypted meta data to an HDD. When viewed contents are selected, the terminal 
reads the meta data from the HDD, acquires the key from the key table and decodes 
the meta data. After a view contract, the keys for the contents and the meta data are 
stored in a personal mobile CA(Conditional Access) module. Then, by using the 
contents key, the encrypted contents are decodes to allow user to view the contents. 

* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect 
the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A right protection method comprising: 

A limited reception step which generates an event which decrypts a received 
scramble key (Ks) using the 2nd personal key (km1) memorized by the 1st module in a 
receiver, and contains enciphered content and encryption metadata using a scramble 
key (Ks). 

Including contents and a copyright protection code step for right protection of 

metadata, said copyright protection code step, A step which decrypts the 1st 

received encryption work key (Kw2') using the 1st personal key (km2) recorded on the 

2nd module or lock management center, and generates the 1st work key (Kw2). 

A step which asks for the 1st contents key (Kk) that decrypted encryption metadata 

and was contained there using the 1st decrypted work key (Kw2). 

A step which enciphers metadata with a contents key (Kk), and a step which 

accumulates encryption metadata and enciphered content in a recording medium, A 

step which reads code metadata in a recording medium and is double-sign-ized with a 

contents key (Kk), a step which accumulates a part of metadata in the 2nd module, 



and a step which decrypts enciphered content using the 1st called-for contents key 
(Kk), and generates contents. 

[Claim 2]Viewing-and~listening contract processing which judges whether information 
on the 2nd module fulfills a viewing condition when viewing and listening is chosen, A 
right protection method according to claim 1 which includes further metadata 
processing which accumulates metadata in a recording medium, and contents 
decoding processing which reads contracted contents from a recording medium using 
an individual profile's information. 

[Claim 3]Viewing-and-listening contract processing which judges whether information 
on the 2nd module fulfills a storage condition when accumulating is chosen, Metadata 
processing which accumulates metadata in a removable media, and removable media 
accumulation processing which accumulates enciphered content in a removable media, 
A right protection method according to claim 1 or 2 which includes further contents 
decoding processing which writes information on the 2nd module in a guest profile, and 
reads contracted contents from removable contents using information on a guest 
profile. 

[Claim 4]Including metadata processing and contents decoding processing further in 
metadata processing. Divide metadata into the 1st and 2nd metadata, encipher the 1st 
metadata with a personal key (km2), and it accumulates in the 2nd module, Encipher 
the 2nd metadata with a disposable key (Kt'X accumulate in a recording medium, read 
contracted contents from a recording medium using an individual profile's information, 
and in contents decoding processing. A right protection method according to any one 
of claims 1 to 3 performing decoding processing of contents according to the 1st and 
2nd metadata. 

[Claim 5]Including metadata processing and contents decoding processing further in 
metadata processing. Encipher metadata with a personal key (km2), accumulate in the 
2nd module and in contents decoding processing. Write information on the 2nd module 
in a guest profile, and contracted contents are read from removable contents using 
information on a guest profile, A right protection method according to any one of 
claims 1 to 3 performing decoding processing of contents according to metadata and 
contents. 

[Claim 6]A right protection method according to any one of claims 1 to 5 managing a 
key of a code of contents in said copyright protection code step, and metadata in the 
lock management center. 

[Claim 7]A right protection method according to any one of claims 1 to 6 only 
information to be protected enciphering metadata and not enciphering information 
without the necessity for protection in said copyright protection code step. 
[Claim 8]In order to set inside of a receiving terminal as personal environment at the 
time of use, personal environment information area is set up, A right protection 



method according to any one of claims 1 to 7, wherein each user acquires information 
required for generation of personal environment information area from the 2nd module 
of personal portability and generates personal environment information area at the 
time of receiving terminal use. 

[Claim 9]A right protection method according to any one of claims 1 to 8, wherein 
information, and a contents key (Kk) and viewing-and-listening contract information 
of personal environment information area required for generation are stored in the 2nd 
[ of personal portability ] module. 

[Claim 10]Accumulation by user palatability which made said step to accumulate 
sources of information of a taste information input by a user, or viewing history 
information, Request-to-print-out-files accumulation by an electronic program guide 
which made program arrangement information and program information from metadata 
sources of information, Or a right protection method according to any one of claims 1 
to 9 including either or two or more accumulation processings of compulsive 
accumulation which a service provider accumulates in a mass storage medium 
compulsorily within an emergency, a specified time zone, or defined capacity. 
[Claim 1 1]At the time of a gift contract for presenting contents contracted 
[ viewing-and-listening] to the 3rd person, in a removable media Contents contracted 
[ viewing-and-listening ] and key information, Or a right protection method according 
to any one of claims 1 to 10, wherein viewing and listening becomes possible by 
storing metadata enciphered using a common key or a public key only using a 
removable media. 

[Claim 12]By setting up area which summarized a group member's information at the 
time of a group contract for setting up a viewing-and-listening contract unit and an 
accounting unit per group, and storing there viewing-and-listening contract 
information, A right protection method according to any one of claims 1 to 1 1 enabling 
viewing and listening of contents contracted [ viewing-and-listening ] by a group 
member. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the right protection method of 
preventing the illegal use of data in the system which accumulates the digital data 
distributed especially via a land-based line and satellite connection in the digital state, 
and uses it, about the right protection method in data distribution service. 
[0002] 



[Description of the Prior Art]In the conventional digital broadcasting, the contract 
form which performs a contract that viewing and listening is possible / improper for 
every service channel, or the contract form which performs the program contract for 
every time within the same channel existed. In the existing digital broadcasting, in 
order to make the contents in each contents unit purchase, a user chooses, makes a 
contract of or determines contents needed, and is made to perform communication by 
the side of a center after service selection simultaneously with the contract or 
determination. Purchase of contents of a user is attained by checking the purchase of 
each contents and transmitting purchase permission data to an after-check 
contractor by the real time communication a user and by the side of a center. A sale 
in a contents unit will be made by such a bidirectional real-time purchase method. 
[0003]In the digital broadcasting which will start about encryption from now on, the 
/Carrying-out judgment which enciphers an encryption key usable within a network in 
a transmission line since the number is being fixed is made. In the present 
transmission system, after the contents enciphered by the center side perform code 
release soon after reception within a receiving terminal, they are recorded on a 
storage device etc. Thus, encryption of the contents at the time of transmission is 
performed by only the present primary code. 
[0004] 

[Problem(s) to be Solved by the Invention]However, in the conventional digital 
broadcasting, although all the servicing information within contract time is acquirable, 
viewing and listening of only servicing information or the acquisition of only contents 
which the user chose is difficult. 

[0005]In service by digital broadcasting, such as conventional CS/BS, contract offer 
that it can be viewed and program listened to a contract form in channel 
viewing-and-listening good / improper one, or the same channel / improper is main. 
This is because the number of the keys used for the encryption in digital broadcasting 
has restriction. However, if two or more keys are used, it must become regular 
transmission of information required in order to solve a code by enciphering the 
contents in two or more keys, and management of a key must not only become 
complicated, but must transmit much more information from the present transmission 
quantity. In few transmitting areas, this is not closely realistic difficult. The thing which 
increase every day and to lock for every contents is that the number of keys becomes 
near infinitely, and is dramatically difficult also for this. [ of management ] Since 
information required for real-time decoding is always transmitted, the receiving 
terminal needs to make modules (CA (Conditional Access, limited reception) module), 
such as a required IC card, always attached to decryption at the time of reception. It 
is near to encipher contents from these things using two or more keys in the same 
time of the same program in the same channel difficult. 

[0006]In the conventional receiving terminal, it cannot encipher within a receiving 



terminal again after code release. Once decrypting the accumulation contents which 
exist in a receiving terminal etc. from this, it is impossible to make it accumulate by 
making it encipher again, and the key treatment of the encryption at the time of 
accumulation, etc. becoming difficult if it accumulates with encryption of a 
transmission line, and making it encipher and making it accumulate has many various 
technical problems, such as reliability. Since the information treating the contract of 
viewing-and-listening good / failure can carry out the whole receiving terminal when 
receiving digital broadcasting, when the user using a receiving terminal is plurality, the 
technical problem of being unable to recognize the contract form for every multiple 
user by the center side occurs. 

[0007]Although the form of password embedding, such as digital watermarking, exists 
as a method of copyright protection demanded, for example in the transfer case to the 
3rd person of contents, etc., it is effective to no data formats, and is only protection 
of only contents. The method which protects both contents and contents related 
information (metadata) as a system does not recognize actual condition existence. 
[0008]An object of this invention is to solve the above technical problems. For 
example, this invention is using functions, such as encryption, personal authentication, 
metadata, and an electronic watermark, It aims at performing right protection of 
contents and performing right protection of contents by accumulating, after 
enciphering the metadata and contents in which especially right information data etc. 
are stored at the transmitting side, processing re-encryption etc. by the receiver and 
the code's having started HDD. An object of this invention is to make right protection 
possible, also when viewing and listening to contents by other PDR by storing the key 
to encryption of contents and metadata after a viewing-and-listening contract in a 
personal portable CA module. 

[0009]This invention is performing creation and division of metadata using the 
disposable key generated within the receiving terminal, and makes encryption possible 
for every contents. According to this invention, it aims at being made to offer service 
of individual specification by setting the 2nd CA module that can specify an individual. 
[0010]This invention is with Lycium chinense, without putting in the owner information 
of contents in metadata, A contents owner enables it to specify for the first time at 
the time of the receipt of those who transferred contents, and it aims at realizing 
contents service made into the purpose of transferring the 3rd person by performing 
owner information entry to a CA module. 
[0011] 

[Means for Solving the Problem]The 2nd CA module that defined contents by 
metadata which is contents related information required for viewing and listening of 
enciphered content and its contents, and specified an individual is used for this 
invention. By this, offer of service to each is enabled, and security protection in 
delivery of contents aiming at transfer to the 3rd person is also performed, and offer 



of service which transfers to the 3rd person is enabled. 

[0012]Here t metadata is a general term for information other than contents 
fundamentally, for example, a definition can be given as contents control information, 
contents contents information, and contents related information. Information (EPG ()) 
for being the information for controlling contents by the receiving terminal side 
notionally, and performing stored reservation of contents, for example [ Electronic 
Program Guide and ] Information on a key of use limitation information (conditions for 
viewing and listening to become possible, aged 20 and over, a male, a contractor with 
00 broadcasting station) and a code, etc. is included at the time of a name of 
contents for displaying on an electronic program guide, a genre, a distribution place, 
and a date of scheduled distribution. 

[0013]In this invention, in order to encipher every contents, separation-ization of 
contents related information (metadata) including information, including a 
viewing-and-listening contract form over enciphered content and its contents, etc., is 
performed. Contents are first enciphered at the transmitting side and metadata is 
transmitted simultaneously with enciphered contents. In a receiving terminal of a 
receiver which received this information, after performing processing of encryption 
with a disposable key generated within decryption and a receiving terminal of a 
transmission code in accumulation of enciphered content, and a transmission line of 
metadata, etc. if needed, all the accumulation of send data is performed. When viewing 
and listening to accumulated enciphered content, Metadata enciphered with a 
disposable key is decrypted, information for decoding the term of validity and contents 
which were copy-restricted [ which were restricted and were number-of-times/ of 
viewing and listening /-restricted ], and were enciphered, etc. are embedded, and 
creation and division of the metadata 1 and 2 are performed based on metadata using 
a disposable key again generated within a receiving terminal. It accumulates in a 
recording medium of a receiving terminal, etc. by considering enciphered content and 
metadata 2 as a set, and the remaining metadata 1 is written in user individual specific 
storage media, such as a CA module. 

[001 4]A key of enciphered content and encryption metadata is stored in a CA module 
after a viewing-and-listening contract. Metadata written in a user individual specific 
storage medium is a user individual's key, and enciphers within a CA module. When a 
user views and listens to contract contents, since these information was generated by 
the receiving terminal side, search/accounting information is reproduced based on 
viewing-and-listening contract information etc. within a receiving terminal. It is not 
necessary to encipher mass contents within a receiving terminal, and only metadata is 
enciphered by transmitting enciphered contents from the center side. It becomes 
available about information required for decoding at a decipherment of information, 
including these metadata. Although keys furthermore differ for every contents, all the 
keys of contents accumulated in a storage medium are written in a key table etc. And 



a key of contents contracted [ viewing-ancHistening ] is stored in a CA module. 
Although reproduction of enciphered content, etc. are performed using information on 
this written-in key, since a CA module etc. are needed only at the time of 
reproduction, it is not necessary to always install in a receiving terminal, and a 
viewing-and-listening contract of contents in carrying out out of homes, such as not 
only content purchase in a home but the exterior, is attained. A contract in the 
receiving terminal exterior by portability, such as a CA module, is also attained from 
this. Therefore, carrying of user individual specific storage media, such as a CA 
module, becomes possible. Enciphered content accumulated with a receiving terminal 
decrypts contents copied by using metadata decrypted after having copied contents 
enciphered at the time of a user's viewing and listening, also copying metadata 
enciphered similarly and decrypting copied metadata, and is reproduced. It is possible 
for contents data enciphered from this to be in the state where it was always 
accumulated, and to enjoy the same service with another CA module always. He is 
trying to divide into plurality of what equips with a CA module in a receiver, and a thing 
in which portability is possible in this invention. 
[0015] 

[Embodiment of the Invention]It explains according to the following titles. 
1. Contents viewing other than receiving terminal which performed information 7. 
receiving terminal (PDR) application 8. viewing-and-listening contract used with 
outline 2. copyright protection method 3. ciphering system 4. receiving terminal 
5.RMP6. receiving terminal (PDR) of protection of right [001 6] 1. Using media media, 
such as communication lines, such as a satellite and a land-based line, or a removable 
media, the integrated data distribution service shown by outline (service outline) this 
invention of protection of a right distributes contents to a home, and aims at 
performing accumulation/copy reproduction in a home in the digital state. In 
connection with this, the situation of infringing on the right of service providers, such 
as an unjust copy of data which rewrite and exceeds reproduction and private use, a 
copyright person, or a user, and copyright may arise. Therefore, it is necessary to 
protect and manage each rights, such as an owner of a copyright of contents, a 
broadcasting organization, and a televiewer. This invention explains supposing the 
data distribution which used digital satellite broadcasting as an example. 
[001 7](Right protection) There is the following in the copyright protection or the right 
protection method of contents, for example. 

(1) The encryption which prevents unjust rewriting and viewing and listening of 
information, (2) service providers, or the user access-restriction right to the contents 
by a copyright person, The electronic watermark which buries information and is 
crowded in the metadata which is the storing format of the personal authentication for 
protection of the contents viewing right by a user, (3) copyright information, right 
information data, etc., a (4) digital picture, video, a sound, etc. 



[001 8]A protective method, the purpose, and the explanatory view of a function are 
shown in drawing 31 . Here, as explaining an outline, it mentions later for details (2. 
refer to copyright protection method). The purposes of encryption include the unjust 
prevention from rewriting of information, the unjust prevention from viewing and 
listening of information, etc., and contents, encryption of metadata, etc. are assumed 
as the function. The purpose of personal authentication has [ 1st ] protection of the 
user access-restriction right to the contents of a service provider and a copyright 
person, and checking with the user access restriction of copyright information and 
right information data and personal information is assumed as the function. The 
purpose of personal authentication has [ 2nd ] protection of a user's contents viewing 
right, and access is assumed as the function by the contents in alignment with the 
contract information of individual units. There is [ 3rd ] protection of privacy and 
access **** is assumed by personal information only the person himself/herself as 
the function. In addition, when distinguishing an individual and it is related to an 
individual, it is used for the various purpose. The purposes of metadata include use of 
copyright information and right information data, etc., as the function, it uses by 
contents and a set and storing etc. are assumed in the copyright information of the 
contents, and right information data. The purposes of an electronic watermark include 
deterrence of the unauthorized use to contents, etc., and possible ** is assumed for a 
use failure from application as the function at the time of the unauthorized use of 
contents. 

[001 9](System outline) The entire configuration figure of the integrated data 
distribution service about this invention is shown in drawing 1 . The supplementary 
explanation figure of a whole system configuration is shown in drawing 32 . A whole 
system is roughly divided into the transmitting side 1 which performs work of contents, 
distribution, etc., and the receiver 2 which comprises a receiving terminal etc. 
[0020]The transmitting side 1 is provided with a transmitting center, a lock 
management center, a land-based line control center, a 
customer-relations-management center, a physical-distribution-management center, 
etc. As main features of the transmitting side 1, collection of information, including 
encryption of the contents in consideration of work of contents and pertinent 
information, distribution, copyright, a right, etc., lock management, a viewing history, 
etc., management, etc. are raised. 

[0021 ]The receiver 2 is provided with a mobile, a cellular phone, etc. as a receiving 
terminal, a KIOSK terminal, a store, and other extension. As main features of a 
receiving terminal, possible ** is raised for the equipment of a mass storage medium 
for accumulating contents and pertinent information, composite of enciphered 
content and pertinent information and re-encryption of pertinent information, and 
attestation and fee collection of individual units.A KIOSK terminal is a terminal for the 
information guidance service set to a store, a convenience store, a public facility, etc. 



If the main feature is divided into action of the transmitting side from a receiver and a 
receiver and is shown from the transmitting side, First, distribution of contents and 
pertinent information, and the key of enciphered content and pertinent information or 
distribution of key information is raised from the transmitting side, using satellite 
connection or a land-based line for example as a feature of action of a receiver. 
Transmission of accounting information, transmission of personal information, such as 
a viewing history and a request, etc. are raised from a receiver, using a land-based line 
as a feature of action of the transmitting side. 

[0022]The transmission line 3 comprises a portable telephone network etc. as a 
satellite, a land-based line, a distribution channel, and other extension. From the 
transmitting side, the main features of a land-based line are divided into action of the 
transmitting side from a receiver and a receiver, and are shown. As a feature of action 
of a receiver, distribution of contents and pertinent information, the key of enciphered 
content and pertinent information or distribution of key information, etc. is raised from 
the transmitting side. Transmission of personal information, such as a viewing history 
and a request, is raised from a receiver with transmission of accounting information 
using a land-based line, using a land-based line as a feature of action of the 
transmitting side. 

[0023](Processing in a whole system) The fundamental ciphering system of the whole 
system in the integrated data distribution service shown by this invention is shown 
below. First, work of contents and metadata and edit are performed in the editing 
system of the service provider of a sending area, a dedicated line etc. are used for a 
lock management center, and contents and metadata are transmitted to it. A lock 
management center applies the code (copyright protection code) applied in order to 
protect copyright to contents, manages the key, and with enciphered content, if 
required, it will transmit the key to a service provider. It is also considered that the 
key of enciphered content transmits to a receiving terminal using a land-based line, 
satellite connection, etc. Same processing is performed also to metadata. Encryption 
of contents and metadata may be performed by a service provider. Then, a code 
(limited reception code) is applied and distributed to for example, MPEG-2 TS which is 
transmission forms of contents and metadata. It is received by the receiving terminal 
of a receiver and the distributed data decodes a limited reception code within a 
receiving terminal. Then, contents and metadata are accumulated in a mass storage 
medium (it explains as HDD henceforth as an example), with a copyright protection 
code started, and it decodes in the case of viewing and listening. 
[0024](Viewing and listening) About viewing and listening of contents etc., there are 
real-time viewing and listening and accumulated type viewing and listening, for 
example. Real-time viewing and listening shows that it views and listens to the 
contents distributed from a service provider in real time. The preexisted type 
broadcast only for real-time viewing and listening which assumed the receiving 



terminal without a mass storage medium as real-time viewing-ancHistening service, 
and the server-based broadcating for the accumulation service and the real-time 
service supposing a receiving terminal with a mass storage medium are assumed. As 
for the cipher system of preexisted type broadcast, the cipher system of 
server-based broadcating uses a limited reception code and a copyright protection 
code only using a limited reception code. Accumulated type viewing and listening 
refers to viewing and listening, after accumulating the contents distributed from a 
service provider in a mass storage medium. 

[0025]The code gestalt in the case of accumulating preexisted type broadcast and 
server-based broadcating is shown below. Preexisted type broadcast is accumulated 
with the limited reception code at the time of transmission applied, and is made into 
the gestalt decoded by a limited reception code descrambler at the time of 
reproduction. However, since it is only a cipher system at the time of transmission, 
restriction may arise in services (individual contract etc.) in part. Server-based 
broadcating is accumulated only in the state of a copyright protection code after 
decoding the limited reception code at the time of transmission, and it is made into 
the gestalt decoded by a copyright protection code descrambler at the time of 
reproduction. 

[0026](Real time, accumulation viewing-and-listening comparison) Comparison of 
real-time viewing and listening and server type viewing and listening is shown in 
drawing 2 . This figure shows the procedure in a receiving terminal in the case of 
real-time viewing and listening and accumulation viewing and listening in preexisted 
type broadcast and server-based broadcating. This system is provided with the 
function which contains the limited reception code descrambler 101, the copyright 
protection code descrambler 103, and the decoder 104 in addition to receive section 
100 and HDD102 as RMP(Rights Management & Protection^ 05, The copyright of 
contents and a right protection processing capability are shown. 

[0027]In the cipher-processing procedure of real-time viewing and listening of 
preexisted type broadcast, after the contents received by (refer to the dotted line) 
and the receiver (PDR) pass along the receive section 100 and are decoded by the 
limited reception code descrambler 101, viewing and listening of them is attained 
through the decoder 104. In the cipher-processing procedure of accumulation viewing 
and listening of preexisted type broadcast, the contents received by (refer to the 
dashed line) and the receiving terminal are accumulated in HDD102, without passing 
along the receive section 100 and passing along the limited reception code 
descrambler 101. In the case of viewing and listening, it is read from HDD102, and is 
decoded by the limited reception code descrambler 101, and viewing and listening 
becomes possible through the decoder 104. The contents received by (refer to the 
solid line) and PDR pass by real-time viewing and listening of server-based 
broadcating along the receive section 100, and are decoded by the limited reception 



code descrambler 101 by it. Then, after being decoded by the copyright protection 
code descrambler 103, viewing and listening becomes possible through the decoder 
104. In accumulation viewing and listening of server-based broadcating, the contents 
received by (refer to the two-point ****) and PDR pass along the receive section 100, 
are decoded by the limited reception code descrambler 101, and are accumulated in 
HDD102. Then, after being read from HDD102 in the case of viewing and listening and 
being decoded by the copyright protection code descrambler 103, it is viewed and 
listened through the decoder 104. 

[0028](Accumulation) Various kinds of accumulation to HDD is explained below. 
(1) It has an accumulation agent function which is shown by accumulation this 
invention by user palatability and which makes a limited storage medium manage 
efficiently as one of the features of integrated data distribution service. The 
accumulation agent function in this service accumulates the contents in alignment 
with the user's taste into HDD automatically from the contents distributed. As long as 
the capacity of HDD allows, it is also possible to accumulate all the contents to 
distribute. 

[0029]The user who has contracted to this channel is ability ready for receiving in a 
receiving terminal about the contents of all these channels. The received contents are 
automatically selected based on user taste, and are accumulated into HDD. From the 
contents in HDD, a user performs retrieval by keyword, genre retrieval, etc., and 
chooses, views and listens to the contents which desire viewing and listening. This 
system is a mechanism in which it is charged only at the contents which the user 
chose, out of the contents chosen and accumulated automatically. 
[0030]The explanatory view of required information for a receiving terminal to judge 
palatability is shown in drawing 33 . As processing, active processing and autonomous 
processing of a receiving terminal occur. In active processing, a user inputs 
information, including a genre, a keyword, an occupation, a hobby, etc., into a receiving 
terminal (those of a user with an intention). On the other hand, in autonomous 
processing, user's information (a viewing history, a search history, personal 
information, etc.) is used (with no intention of a user). 

[0031](2) Accumulation EPG (Electronic Program Guide) by EPG is an electronic 
program guide. Using the SI information which a broadcasting station sends out, EPG 
constitutes program information from a receiver end, and is taken as the means of 
program selection. SI (Service Information) is program arrangement information. SI is 
the variety of information specified for the convenience of program selection. SI is 
defined by the postal administration ministerial ordinance again, and the contents are 
specified as an ARIB standard. SI is added to the extension original with an ARIB 
standard, and the PSI information of MPEG-2 is also contained. It is mainly used for 
the use of a race card display, program retrieving, and a program request to print out 
files. After working a race card display, program retrieving, etc., a request to print out 



files (timed recording is made to HDD) of a program can be considered. As information 
displayed by EPG f it is thought that information, including a program title, a program 
subtitle, broadcasting hours, a broadcasting industry object name, the charge / free 
and parental existence, digital copy propriety, etc., is displayed. SI and metadata are 
assumed as sources of information which create EPG. 

[0032](3) It is a function in which contents, such as not the accumulation by a 
compulsive accumulation televiewer's demand but emergency broadcast and 
information, are stored up more compulsorily than the transmitting side. If a receiving 
terminal is in content reception possible states (a power supply, an antenna, etc.), The 
compulsive writing which is a function in which accumulation of contents is performed 
without a televiewer's consent in an emergency, The periodical writing which is a 
function in which it decides on the usable capacity in a storage medium between a 
televiewer and a purveyor of service a priori, and a purveyor of service can 
accumulate contents without a televiewer's consent periodically if it is the range of 
the capacity, Under a purveyor's of service control, the storage time of contents is 
specified to a receiving terminal, and the time zone specification writing etc. which are 
the functions in which a receiving terminal accumulates contents by the specified 
time can be considered. 

[0033]2. Explain below each protective method by the encryption, personal 
authentication, and metadata which were shown in copyright protection method 
drawing 31 in full detail. 

(Encryption, RMP) In order to avoid the act which infringes on rights, such as an 
unjust copy of data which rewrite and exceeds reproduction and private use, and 
copyright, processing of viewing control, storage control, copy control, etc. is needed. 
The function to perform copyright of these contents and right protection processing 
is set to RMP (Rights Management & Protection). Each item of the metadata 
copyright and right information data are described to be by the personal 
authentication pan which performs access control to the contents of the encryption 
which protects contents from unjust rewriting and viewing and listening, or individual 
units relevant to RMP is shown below. 

[0034]First, a contents cipher system is explained. Encryption of contents is 
indispensable in order to avoid from unjust viewing and listening of contents, a copy, 
and rewriting. Since the integrated data distribution service shown by this invention 
assumes the service accumulated in HDD in a receiving terminal, it needs to take the 
contents protection in HDD into consideration, and needs to encipher contents. The 
cipher systems used in this integrated data distribution service are a copyright 
protection cipher system and a restricted reception system. A copyright protection 
cipher system is a cipher system peculiar to this integrated data distribution service, 
and enciphers the contents themselves. A restricted reception system is a restricted 
reception system in BS digital broadcasting, and Multi2 is used for a cipher system as 



an example. 

[0035]The feature of a copyright protection cipher system is shown below. The 
copyright protection cipher system can encipher the data of contents itself not at 
after an assembly of the data for distribution but at the time of the completion of work 
of contents, and a file format is fair and it can encipher it. An encryption unit turns 
into a contents unit and the minimum encryption units are a resource and a stream. 
And it is possible to use different keys for every encryption unit. 
[0036]Below, a metadata cipher system is explained. In the integrated data 
distribution service shown by this invention, metadata is distributed by contents and a 
set. Information required for [ other than the search information on contents ] 
copyright and right protection is described by metadata. Therefore, simultaneously 
with encryption of contents, for the copyright of contents, and right protection, 
encryption of metadata is also required. In that case, it is not necessary to necessarily 
encipher all metadata, chisel encryption processings, such as information (copyright, 
right information data) to be protected, are performed, and the system by which the 
information without the necessity for protection does not perform encryption 
processing is also considered. 

[0037](Personal authentication) As a means of personal authentication, an individual 
profile is considered to be a CA module. When a CA module is carried out [ personal ] 
and an individual carries, it is considered as a user and the authentication means of a 
CA module, and it becomes possible by setting up an individual profile in PDR to 
perform attestation of a CA module and PDR. 

[0038]First, a CA module is explained. A CA module is used as a means to realize 
personal authentication. The number of the CA modules of the former (BS/CS digital 
broadcasting) is one to a receiving terminal, and they are immobilization. And it 
becomes a viewing-and-listening contract by the family and a group unit, and a fee 
collection contract. With the CA module of one sheet, it becomes a 
viewing-and-listening contract of a receiving terminal unit, and accounting to a 
receiving terminal. So, in the integrated data distribution service shown by this 
invention, two-kind (card for CAS, card for RMP) preparation of the CA module is 
carried out, personal authentication is carried out, and the viewing-and-listening 
contract and accounting of individual units are performed. As a concrete realization 
means, the function related to reception of the contents which are the same functions 
as the conventional CA module is given to the card for CAS, and the card for RMP 
gives the function related to access, a viewing-and-listening contract, accounting, etc. 
to accumulation contents to it. 

[0039]A cellular phone is made possible by individual units by giving portability to the 
card for RMP. The viewing-and-listening contract of individual units, accounting, etc. 
become possible from this thing. An IC card, SmartMedia, etc. can be considered as a 
CA module. After this, a CA module is explained as an IC card as an example. It is 



extensible to new services, such as e-commerce, by attaching options, such as a 
credit function, to a CA module. 

[0040]The explanatory view of the feature of the card for CAS and the card for RMP 
is shown in drawing 34 . Into a receiving terminal, the card for CAS is always furnished 
and is usually used one sheet per receiving terminal. Therefore, a 
viewing-and-listening right unit and an accounting unit turn into a family or a group 
unit. The purpose of use is a restricted reception system, and accounting object 
things are service and an event. Therefore, a viewing-and-listening contract method 
serves as a prior contract. On the other hand, the card for RMP has portability, and is 
distributed by individual units, and an individual can carry it. Therefore, a 
viewing-and-listening right unit and an accounting unit turn into individual units. 
However, while contracting a priori per group, a group unit turns into a 
viewing-and-listening right unit and an accounting unit. The purpose of use is use in 
the whole RMP, and accounting object things are contents. The viewing-and-listening 
contract method in that case uses the method whose viewing and listening is attained 
by performing a viewing-and-listening contract. 

[0041]Below, an individual profile is explained. Two or more users use a receiving 
terminal. In a receiving terminal, since viewing-and-listening contract in individual 
units, accounting, etc. are performed, whenever it uses a receiving terminal, it is 
necessary to change an operating environment for use users. The information for 
setting up environment comes to hand from a RMP card, and the area stored while 
using PDR is called an individual profile. The judgment (conditions, such as age and 
sex etc.) of the contents to which judgment of a prior contract channel and a user can 
view and listen as main processings based on an individual operating environment, 
viewing-and-listening contract processing, accounting, viewing-and-listening 
processing, etc. can be considered. The information used for these processings comes 
to hand from either the card for RMP, and an individual profile. 

[0042]If the card for RMP is inserted, an individual profile will stand up and information 
required for an individual profile's generation will come to hand from the card for RMP. 
Based on the individual profile's information, the environment in a receiving terminal 
turns into environment for the cardholders for RMP. If a RMP card is removed, the 
information which came to hand from the card for RMP will be eliminated from an 
individual profile. When the user who is not a receiving terminal owner uses a receiving 
terminal, the guest profile which is a profile for guest users rises, required information 
comes to hand from the card for RMP like an individual profile, and it writes in a guest 
profile. If the card for RMP is removed, the information written down in the guest 
profile will be eliminated. An individual profile and the guest profile can also use the 
same area. Therefore, information required for individual profile generation needs to 
be written down in the card for RMP. 

[0043](Metadata) First, if it roughly divides, right metadata and search metadata exist 



in the information stored in metadata. In the integrated data distribution service 
shown by this invention, search, fee collection, the key information of contents, 
copyright information, etc. are included in metadata. Right metadata and search 
metadata are shown below. 

[0044] First, right metadata is explained. Right metadata is metadata the information in 
connection with copyright or a right is described to be. The information concerned is 
used for copyright protection. The main items of right metadata are shown below. 
[0045](1) It is information including the information on the existence of the 
information code about a cipher system, the cipher system currently used, and a key, 
etc., and is the information enciphered in part. Information, including a cipher system, 
key information, etc., may be rewritten within RMP. The main items are shown below. 

- The existence and the key of the cipher system and code of the cipher system and 
metadata of contents, or key information [0046](2) It is information including the 
information about the copyright of information content about a right, and is the 
information which is fixed at the time of broadcast and enciphered altogether. The 
main items are shown below. 

- A right holder, an applicable law, and a management place [0047](3) Contract 
information (granted information) 

It is information including the utilization condition etc. which a screen should be shown 
at the time of a viewing-and-listening contract, and is the information which is fixed at 
the time of broadcast and enciphered altogether. The main items are shown below. 

- Copy permission / accumulation permission, the age limit, the term of validity, and a 
fee [0048](4) It is information including the information which is needed at the time of 
accounting information accounting, and is the information which information is written 
in in part at the time of a viewing-and-listening contract, and is enciphered altogether. 
The main items are shown below. 

- A charging method and an accounting state [0049](5) At the time of a personal 
authentication information viewing-and-listening contract, it is the information used 
when the personal authentication at the time of accumulation, etc. is required, and is 
the information which information is written in and enciphered in part from the card 
for RMP, and a profile within RMP. The main items are shown below. 

- A user's individual ID, age, and sex [0050](6) It is the information which is needed 
when performing information storage about a using state, and protection to the copied 
contents, and for the information which is written by a user's use each time and 
replaced, in order to protect from a data alteration and an unauthorized use, it is 
enciphered altogether. The main items are shown below. 

- The accumulation utilization time, using frequency, and viewing-and-listening time 
[0051 ](7) It is the information which is needed when accumulating information content 
about accumulation, and metadata, and a part is rewritten at the time of accumulation, 
etc. The main items are shown below. 



- Specification and an accumulating method of a storage place [0052]Below, search 
metadata is explained. Search metadata is metadata the information in connection 
with search is described to be. The information concerned is used for retrieval 
processing. However, depending on a search engine, the information on right metadata 
may be used as search information. The main items of search metadata are shown 
below. 

[0053](D It is the information for distinguishing from contents besides the attribution 
information of the contents themselves, and metadata, and is the information fixed at 
the time of broadcast. The main items are shown below. 

- Existence of content ID, a contents name, and the charge [0054](2) It is the 
information expressing the attribution information program / service of a 
program/service, and include the information stored in a retrieving table. It is the 
information fixed at the time of broadcast. The main items are shown below. 

- A program name, a channel name, a keyword, an outline, and a broadcasting 
organization code [0055]3. There are a copyright protection cipher system and a 
restricted reception system in the cipher system of the integrated data distribution 
service shown by ciphering system (cipher system) this invention. The explanatory 
view of the contents enciphered in the transmitting side and the code gestalt of 
metadata is shown in drawing 3 . First, at the time of the end of work of contents and 
metadata, contents are used per a file or stream, key Kk 110 is used in a copyright 
protection code, and it enciphers. The key is embedded at metadata and they are 1 1 1 
metadata files with a copyright protection code Key Kw2 It enciphers using 112. 
MPEG-2 TS which is transmission forms of these enciphered content and encryption 
metadata is enciphered by key Ks 113. 

[0056](Key distribution system) Transmission of an image stream is explained first. 
Generally, an image stream is blocked by fixed-length data. Header information is 
added to each block. TSP (Transport Stream Packet) is a group of this header and 
data, and points out the format of the data packet at the time of transmission. A data 
part is enciphered when hanging scramble (code) with a preexisted type. ECM 
(Entitlement Control Message) is information transmitted to the whole user in 
common, and is a transmission message of common information including program 
information and control information. Program information is a key for the information 
about a program, and descrambling, etc., for example, and control information is 
instructions of the forcible ON/OFF of the descrambling function of a decoder, etc., 
for example. ECM is not the information which is transmitted with contents, and is 
limited and sent to a certain specific user in order to transmit the scramble key of 
contents fundamentally. EMM (Entitlement Management Message) is a transmission 
message of the individual information containing the work key for solving the code of 
the contract information for every member, and common information. EMM is 
information which limits a certain specific user and is sent in order to send an 



entrepreneur's key etc. which the user made a contract of fundamentally. 
CA(Conditional Access) system is a system which points out a restricted reception 
system and controls service (organization channel) and viewing and listening of an 
event (program) by an enciphering key. Below, the distribution method of the 
encryption data and the key of a restricted reception system and a copyright 
protection cipher system is shown. 

[0057](Restricted reception system) The encryption data of BS transmission-line 
code and the transmission method of a key are shown in drawing 4 . First, it enciphers 
with the scramble key Ks to the TS packet which is transmission forms of the event 
having contained contents, metadata, etc. Next, the scramble key Ks is enciphered by 
work key Kw1, and key Ks' is created. Work key Kw1 at this time is a key defined for 
every entrepreneur of a broadcast side, and it is a key concerned possible [ viewing 
and listening of this service ], and improper. Finally work key Kw1 is enciphered for 
every receiving terminal by personal key Kml which is a meaning, and key KwT is 
created. As for encryption event data, BS transmission line and key Ks' use these 
enciphered data and a key, ECM and key KwT uses EMM, and it transmits. The 
receiving terminal which received these encryption data is decoded using personal key 
Km1 stored in CA module 1. First, key Kw1' transmitted by EMM is decoded using 
personal key Km1, and work key Kw1 comes to hand. Next, Ks' transmitted using ECM 
is decoded using work key Kw1, and the scramble key Ks comes to hand. Finally the 
encryption event data which used BS transmission line and was transmitted is 
decoded using the scramble key Ks, and the TS packet which is transmission forms of 
an event comes to hand. 

[0058](Copyright protection cipher system) The contents in the case of using 
metadata for drawing 5 and transmitting the contents key Kk to it and the 
transmission method of metadata are shown. First, contents are enciphered with the 
contents key Kk. The contents key Kk can use different keys for every contents. 
However, it is common to the set with each service provider, or an altogether common 
thing is also possible. The contents key Kk is added to metadata, and metadata is 
enciphered by work key Kw2. Work key Kw2 at this time uses different keys for every 
set with each service provider, or an altogether common thing is also possible for it. 
And it is also possible to use key Kw1 used in BS transmission-line code. Finally, work 
key Kw2 is enciphered with the key Kmc common to a meaning or all for every 
receiving terminal, and key Kw2' is created. Enciphered content and encryption 
metadata transmit these enciphered data and a key using BS transmission line, and 
key Kw2' is transmitted using EMM. The receiving terminal which received these 
encryption data is decoded using the key Kmc stored in the receiving terminal. First, 
key Kw2' transmitted by EMM is decoded using the key Kmc, and work key Kw2 comes 
to hand. Next, the encryption metadata transmitted using BS transmission line is 
decoded using work key Kw2, and metadata comes to hand. Finally the enciphered 



content which used BS transmission line and was transmitted is decoded using the 
contents key Kk as which metadata is filled in, and contents come to hand. 
[0059](Cipher-processing procedure) The outline of cipher processing in this service 
is shown below. In order to perform copyright of the contents in a storage medium and 
in portability, and right protection, at the transmitting side, contents are enciphered, 
the key is stored in metadata, metadata is enciphered with a different key, and it 
distributes by enciphered content and an encryption metadata set. First, the 
enciphered content and encryption metadata which were received by the receiving 
terminal decode encryption metadata, and hold it to the key table which obtained the 
key Kk of contents and in which the security in a receiving terminal was protected. 
Next, metadata is re-enciphered with the same key as contents, and enciphered 
content and encryption metadata are accumulated in HDD. If viewing-and-listening 
contents are chosen, metadata will be read from HDD, and a key will be come to hand 
and decoded from a key table. A viewing-and-listening contract is performed after 
that, and the key of contents and metadata is stored in a personal portable CA module. 
By storing a key in a personal CA module, viewing and listening of contents becomes 
possible also for other receiving terminals. After all the processings finish, enciphered 
content is decoded using the key of contents and viewing and listening becomes 
possible. 

[0060]The cipher-processing procedure in a whole system is concretely shown below 
using a flow chart. Respectively, drawing 6 is an enciphering procedure of the 
transmitting side, drawing 7 is a distribution procedure of the transmitting side, and 
drawing 8 is a flow chart which shows a receiver procedure. 

[0061]First, the enciphering procedure of the transmitting side of drawing 6 is shown. 
A copyright protection code is applied first. First, the file and stream which constitute 
contents are enciphered with the key Kk per a file basis or stream (120). Under the 
present circumstances, the file within a contents unit uses the same key Kk. And the 
key Kk of enciphered content is stored in metadata (121), and metadata is enciphered 
by key Kw2 (122). Next, a limited reception code is applied. Contents and metadata 
are encoded to MPEG-2 TS which is a transmission format (123), and the pay load of 
a TS packet (TSP) is enciphered with the key Ks (124). 

[0062]Next, the distribution procedure of the transmitting side of drawing 7 is shown. 
Work key Kw2 is enciphered with the key Kmc a priori, and it distributes, using EMM as 
key Kw2' (125). Similarly, work key Kw1 is enciphered by personal key Km1, and 
individual distribution is carried out a priori, using EMM as key KwV (126). Then, the 
event enciphered by broadcasting hours with the key Ks is distributed (127). And it 
enciphers by work key Kw1 and the key Ks is distributed using ECM (128). 
[0063]Next, the receiver procedure of drawing 8 is shown. A restricted reception 
system is processed first. Key Kw1 enciphered is decoded using personal key Km1 in 
the card for CAS (CA module 1), and key Kw1 comes to hand (129). And the 



encryption Ks is decoded by key Kw1 and the key Ks comes to hand (130). An 
encryption event is decoded with the key Ks and an event comes to hand (131). Next, 
a copyright protection cipher system is processed. First, Kw2 enciphered is decoded 
using the personal key Kmc stored by the default in PDR a priori, and key Kw2 comes 
to hand (132). Although the personal key Kmc is a key currently prepared in the card 
for RMP (CA module 2) by the default, updating by a lock management center etc. is 
also possible. Next, encryption metadata is decoded by key Kw2 (133), and the key Kk 
comes to hand (134). And metadata is enciphered with the key Kk (135) and it 
accumulates in HDD (136). Enciphered content is accumulated in HDD as it is. The 
key Kk is held to the key table in which the security in a receiver was protected. Then, 
if a user chooses the contents which desire viewing and listening, encryption 
metadata will be read from HDD (137) and it will decode using the key Kk currently 
held at the key table (138). Viewing-and-listening contract information is filled in after 
a viewing-and-listening contract, and with the card for RMP, a part of metadata 
(viewing-and-listening contract information, the key Kk, etc.) is stored in a whole 
profile, if required (139). Viewing-and-listening contract information is information in 
connection with viewing and listening, the contract, and fee collection of contents, 
including contract content ID, contract time, conditions of contract, accounting 
information, etc. If a viewing-and-listening contract and the processing in connection 
with metadata finish, enciphered content will be read from HDD and it will decode 
using the key Kk (140). 

[0064]Here, the main features in cipher processing of contents are shown below. It 
enciphers and distributes [ 1st ] with the key Kk using a copyright protection cipher 
system at the transmitting side. It is accumulated in HDD, with the copyright 
protection code started which is the same cipher system as the cipher system applied 
[ 2nd ] at the transmitting side. That is, enciphered content is enciphered with the key 
Kk. After a viewing-and-listening contract finishes with the 3rd, a copyright protection 
code is decoded using the key Kk. 

[0065]The feature in metadata cipher processing is shown below. It enciphers and 
distributes [ 1st ] at the transmitting side by key Kw2 which is a work key of a 
copyright protection cipher system. Since the key Kk of a copyright protection cipher 
system is filled in into metadata, metadata is enciphered using the work key of a 
copyright protection cipher system. If received [ 2nd ] by the receiving terminal, after 
decoding Kw2 and extracting required information, it is accumulated in HDD after a 
re-code with the contents key Kk. The reason which is not accumulated in HDD while 
it had been enciphered by key Kw2, Since that two or more metadata enciphered with 
the same key will exist, and intensity becomes weak to an attack key Kw2 since it is 
only to a broadcasting industry object during fixed time, and key Kw2 are changed 
periodically, As long as the metadata concerned exists, after change has a reason for 
holding key Kw2 of the past, etc. 



[0066]4. The basic constitution figure of a receiving terminal is shown in receiving 
terminal drawing 9 . The receive section 203 which receives various data, such as 
PSI/SI whose receiving terminals are 20 (PDR), contents, metadata, and program 
arrangement information, DEMUX204 which returns the data multiplexed by MUX of 
the transmitting side to the state before multiplexing at a series of data, The mass 
storage medium (HDD etc.) 205 which stores the received data of contents, metadata, 
etc., the IC card of the former (BS/CS digital broadcasting) which stores information 
required when performing processing related to a restricted reception system — or, 
The card 201 for CAS supposing the chip provided with the function (CA module 1), 
Portability is given and it carries individually, and when processing personal 
authentication, a viewing-and-listening contract, etc., it has the card 202 (CA module 
2) for RMP which stores required information, the copyright of contents, and the 
RMP200 grade which is right protection functions. 

[0067]The functional block diagram in PDR is shown in drawing 10 . In a real-time type, 
it is received by the reception 210, and preexisted type broadcast contents decode 
the code of the restricted reception system (CAS) 211, and are reproduced in real 
time. Next, an accumulated type shows processing of server-based broadcating 
contents. First, the taste application 216 judges a user's taste based on the 
information inputted by the user interface, viewing history information, etc. The 
information inputted into the palatability application 216 has a hobby, special ability, 
etc., for example as a viewing history as inputs by a user interface, such as a genre of 
viewing-and-listening contents, and a keyword. The palatability application 216 
creates user palatability information from the above-mentioned information. Then, 
after being attested from RMP212, an EPG table, a retrieving table, etc. which are 
accumulated in some area in HDD213 which becomes accessible are seen, and the 
contents which suited the user s taste are selected. User palatability information is 
created in the format which met the genre and keyword of contents. When creating 
user palatability information, the word with much number of times of an appearance 
sets up a priority highly. A genre, a keyword, etc. of each EPG information by which 
the palatability application 216 is furthermore stored in the EPG table, The created 
user palatability information is compared (it is a deed about search), it considers that 
congruous (ambiguous coincidence) contents are the contents in alignment with user 
palatability, and stored reservation (from contents with a high priority of palatability to 
stored reservation) is carried out. The contents of HDD214, metadata, etc. cannot be 
accessed from the palatability application 216. On the other hand, it is accessible from 
the palatability application 216 in the EPG table of HDD213, a retrieving table, etc. It is 
also possible to set a priority also to the user taste and to select from contents with a 
higher priority preferentially. As opposed to the function to construct one selected by 
the palatability application 216 grade or the timed recording schedule of two or more 
contents as schedule management, and to perform reception 210 according to the 



schedule, Information required for reception of ID of contents, ID of metadata, 
broadcasting hours, etc. is passed. The information of reservation of picture recording 
is beforehand passed from the broadcasting hours of contents, or taste application 
judges to the broadcasting hours of contents, and the timing by which the taste 
application 216 advances request to receipt to reception 210 function can also take 
out recording directions to them. When the taste application 216 constructs a 
schedule, how to construct a schedule by the number of the tuner which exists in 
PDR changes. That is because the number of the contents which can be accumulated 
in HDD changes simultaneously corresponding to the number of a tuner, for example, 
if two or more tuners exist in PDR, accumulation of two or more contents of it will be 
attained simultaneously, and it will become possible to carry out scheduling of the 
contents duplicate in time. Based on the schedule information passed from the taste 
application 216, reception 210 function performs accumulation processing of contents 
and metadata. First, it is judged whether by a schedule, the metadata out of which 
accumulation directions have come can be acquired by RMP212, encryption metadata 
can be decoded there, and it can accumulate based on information, including right 
information data etc., required at the time of accumulation. When it judges that 
accumulation is possible, after reading the contents of a set into RMP212 and 
re-enciphering metadata from the information on metadata, contents and metadata 
are accumulated in HDD214. Then, when a user chooses viewing-and-listening 
contents, metadata is first read into RMP215 and viewing-and-listening contract 
processing, accounting, etc. are performed there. Then, contents are read into 
RMP215, and it becomes reproduction of contents after decoding by RMP215. 
[0068]5. The lineblock diagram of cipher processing in RMP is shown in RMP (cipher 
processing in RMP) drawing 1 1 . As for the cipher system in this integrated data 
distribution service, a restricted reception system and a copyright protection cipher 
system are assumed. As an example, cipher processing of the cipher system which 
has required the limited reception code and the copyright protection code, and the 
cipher system which has required only the copyright protection code is shown. When 
the limited reception code and the copyright protection code have started, after 
contents passed along the receive section and they are decoded by the limited 
reception code descrambler 250, they are accumulated in HDD251. If a user 
determines viewing-and-listening contents, after being decoded by the copyright 
protection code descrambler 252, a decoder will be reproduced and viewing and 
listening will become possible. Only in the case of a copyright protection code, after 
contents pass along a receive section, they are accumulated in HDD251 . And if a user 
determines viewing-and-listening contents, after being decoded by the copyright 
protection code descrambler 252, a decoder will be reproduced and viewing and 
listening will become possible. 

[0069](Function of RMP) Each function in RMP is shown below. A RMP controller, a 



reception control, storage control, copy control, viewing control, Functions, such as 
fee collection control, encryption, decryption, personal authentication control, time of 
day control, viewing history control, external instrument attestation, communications 
control, search control, Plug In application attestation control, metadata control, 
profile control, IC card control, and key control, can be considered. 
[0070]The functional constitution figure in RMP is shown in drawing 1 2 . Each function 
is explained below. A RMP controller is a function which carries out control 
management of the processing etc. which are performed inside RMP. The main 
function is control management (control) of I/feed function with the RMP exterior, and 
each function inside RMP(s) (a decoder, application, a control manager, etc.), etc. A 
reception control is the function to judge the classification of service, etc. and to 
perform selection of the decoding processing inside RMP, etc. from PSI/SI and 
metadata which were acquired. The main functions are generation etc. about the 
information added [ PSI/SI / PSI/SI ] to metadata from PSI/SI with selection of 
contents and the acquisition course of metadata selection of the decoding processing 
of contents and metadata, and if needed. 

[0071]Storage control is a function which controls the accumulation operation to 
storage media by which it is generated inside RMP, such as contents and metadata, by 
the information on metadata and a profile. The main functions are [ whether 
accumulation directions (reservation of picture recording etc.) of contents have come 
out from the information on a whole profile or contents can be accumulated from a 
judgment and the information on metadata, and ] the accumulation directions to the 
storage medium of a judgment, and contents and metadata, etc. Copy control is a 
function which controls the copy demand generated by user requests, such as a 
viewing-and-listening contract, etc. by the information on metadata. The main 
functions are [ whether the copy of contents is more possible than the information on 
metadata, and ] copy directions of judgment, and contents (Kk) and contents (Ks) **, 
etc. 

[0072]Viewing control is a function which controls reproduction of the contents within 
RMP from the copyright of metadata, right information data, etc. to a user's 
viewing-and-listening demand. The main functions by comparison of the copyright of 
metadata, and right information data and the personal information on the card for RMP. 
A user by comparison of accessible contents, or a judgment, the copyright of 
metadata and right information data and user request information. They are contents 
to which a user can view and listen, a judgment and the viewing-and-listening 
contract processing of contents, generation of viewing information and contract 
information, and matching of RMP and reproduction application. Fee collection control 
is a function which controls by the conditions of contract in metadata, and a user's 
conditions-of-contract selection the accounting which happens by a 
viewing-and-listening contract etc. The main functions are accounting, generation of 



accounting information, etc. based on contract information. 

[0073]An enciphering function is a function which controls encryption of the metadata 
inside a receiving terminal. The main functions are encryption of metadata, etc. A 
decoding function is a function which controls the contents inside RMP, and 
decryption of metadata. The main functions are decoding of a restricted reception 
system code, decoding of a copyright protection code (enciphered content, 
encryption metadata), etc. 

[0074]A personal authentication function is a function to perform attestation between 
a user, the card for RMP, and an individual profile. By the main functions' inserting an 
IC card in a receiving terminal, and entering a password, It is a user's discernment etc. 
by the card for RMP, an individual profile's attestation, and the password in an 
individual profile a user, attestation of the card for RMP, and by inserting the card for 
RMP in a receiving terminal. Time of day control is a function for showing exact time 
(the alteration of the time information by a user, etc. are prevented) in the check of 
the term of validity at the time of contents decoding, etc. The main functions are 
shown below. From information, including TOT etc., it is unified management etc. 
about amendment of time, and the current time in a receiving terminal. Therefore, it 
also becomes possible for it to become unnecessary for a user to set up time and not 
to prepare the user interface of time setting out, and the protection of the right about 
time, such as the term of validity, of it by change of the time information on purpose 
by a user etc. is attained. The time information itself, such as TOT, may be enciphered 
and distributed. 

[0075]Viewing history control is a function which generates a viewing history and 
palatability information from the viewing information stored in the individual profile. 
The main functions are [ viewing information / of an individual profile ] creation etc. 
about user palatability information from creation and viewing history information in 
viewing history information. When an external instrument authentication function 
connects an external instrument for the purpose, such as accumulation, a copy, and 
reproduction, it is a function to identify the copyright protection level of the external 
instrument, inaccurate apparatus, etc. The main functions are attestation of the 
copyright protection function of an external instrument, etc. based on the information 
in metadata. 

[0076]Communications control is the function to perform control about the safety of 
the channel at the time of using external lines, such as viewing history collection and 
accounting information collection, and transmitting and receiving the data in 
connection with copyright or privacy. The line control which the main functions 
perform circuit terminations, such as RMP and a modem, and ensures connection and 
cutting of a circuit, When the error of the data by which it may be generated in the 
middle of the synchronous control and the data communications which are between 
transmission and reception and scramble for a synchronization is checked and an 



error is discovered, they are transmission control, such as error control which 
corrects it, the authenticating processing using a public key system, etc. Search 
control is search of the specified data in a storage medium, and a function read into 
RMP. The main functions are reading target contents or metadata from the inside of 
HDD or a removable media, etc. in RMP at the time of removable media accumulation, 
etc. at the time of viewing and listening at the time of a viewing-and-listening contract 
at the time of search. 

[0077]Plug In application attestation control is a function which is attested with the 
application [ Plug In / application / PDR ] and only the accepted application makes 
accessible with RMP. The main functions are the authenticating processings of Plug In 
application, etc. Metadata control is a function which controls extraction of the data 
which is needed to metadata when performing each processing of the reception within 
RMP, accumulation processing, etc., and storing of the information generated at the 
time of each processing. The main functions are storing, division of metadata, etc. in 
the applicable portion of metadata about the information generated by extraction, 
reception, viewing-and-listening processing, etc. from metadata in the information 
which is needed when performing each processing of accumulation processing, 
viewing-and-listening contract processing, retrieval processing, etc. 
[0078] Extraction from the profile of the data which is needed when managing a whole 
profile and an individual profile and performing each processing in RMP with profile 
control, It is a function which controls storing (the user configuration in the receiving 
terminal using information, including EMM2, the IC card for RMP, etc., etc. are 
included) in the profile of the generated information. The main functions are [ contract 
information / of an individual contract and a whole contract ] managements etc. in 
personal information, such as management, individual ID, group ID, about management, 
management of viewing history information, and the schedule of reservation of picture 
recording etc. IC card control is a function which controls access to the card for CAS 
in each processing, and the card for RMP. The main functions have personal 
authentication etc. in the card for CAS in the information on EMM1 and ECM1 from 
storing directions, **** directions of the card for CAS to the scramble key Ks, and 
the personal information on the card for RMP. Key control is a function which 
generates [ key ] inside RMP and controls lock management The main functions are 
control of a key table, etc. 

6. Information used with receiving terminal (PDR) [0079]The integrated data 
distribution service shown by this invention, Using personal portable CA module 2, the 
concept of individuals, such as a viewing-and-listening contract of individual units, 
and accounting, The service which carried CA module 2 and had a concept of 
portability, such as transmission of the content purchase in a KIOSK terminal, the 
payment of a fee, and viewing history information and viewing and listening of the 
contents in other receiving terminals, is assumed. Therefore, the information which 



should always be stored in a receiving terminal, and the information by which 
portability should be carried out exist. 

[0080]Information required in the case of processing of RMP is metadata, a whole 
profile, a key table, a card for CAS, a card for RMP, a retrieving table, etc. These each 
information is explained below. There is an individual profile's concept of being used in 
order to set PDR as personal environment besides the above, and the information 
obtains information required from the card for RMP whenever a user inserts RMP, and 
generates an individual profile. However, it is also possible for required information to 
come to hand from the card for RMP at any time, without preparing an individual 
profile. PDR constants are a whole profile, a key table, a card for CAS, a retrieving 
table, etc. The information in which portability is more possible than PDR is a card for 
RMP, etc. 

[0081](Card for CAS (CA card 1)) The explanatory view of the information which 
needs to be made to always fix to PDR is shown in drawing 35 . That is, the information 
which it was new to drawing 35 (A) in the right protection system of this invention, and 
was added to it is shown, and the information used for drawing 35 (B) as an object for 
limited reception in the digital broadcasting of the former (BS digital broadcasting of 
December, 2000 to service yne) is shown. These are information stored by 
immobilization in a receiving terminal. Thus, since the card for CAS stores the same 
information as the IC card for CAS of BS broadcasting, the information about 
reception of contents, etc. are stored. 

[0082](Card for RMP (CA card 2)) The explanatory view of the information which can 
carry out portability from PDR is shown in drawing 36 . This is information stored in the 
card for RMP with the portability which is a new concept in the right protection 
system of this invention. Thus, the card for RMP is prepared for every user using a 
receiving terminal, and individual information, the viewing-and-listening contract 
information of contracted contents, etc. are stored. If the card for RMP is inserted in 
a receiving terminal, required information indicated to the whole profile, such as 
viewing-and-listening contract information of the contracted contents by the group 
member in a group contract, will be written down in the card for RMP. Then, in order 
to make the inside of a receiving terminal into a user individual's environment, the 
required information in the card for RMP is read in RMP, and it develops to an 
individual profile. However, it is also possible to access the card for RMP at any time, 
and for information to come to hand, without developing to an individual profile. 
[0083](Metadata) Processing **** of RMP of the metadata the pertinent information 
on contents is indicated to be is indispensable. The disposal method for contents 
changes seeing copyright, right information data, etc. which have been indicated to 
metadata. The information which the information indicated to this metadata should 
apply a code, and should be kept is also included. The details of metadata are as 
above-mentioned. 



[0084](Whole profile) The explanatory view of the main items of a whole profile and 
the contents is shown in drawing 37 . The PDR setup information etc. which are the 
group information which summarized the information about the schedule of the 
terminal information in connection with the whole user who mainly uses a receiving 
terminal, the stored reservation of contents, a viewing-and-listening request to print 
out files, etc., and the individual's information are stored. 

[0085](A key table and a retrieving table) The explanatory view about the contents of 
a key table and the retrieving table is shown in drawing 38 . The information on the key 
which carries out storage management of the key table inside a receiving terminal like 
drawing 38 (A), etc. are stored. In it, key Kw2, Kk, and three kinds for Kmc exist. 
However, to a receiving terminal, since it is common to only or all the receiving 
terminals, the key Kmc stores only a key and the very thing. The information which is 
needed when a retrieving table identifies the storage place of contents and metadata 
in each processing like drawing 38 (B) is stored. An outline is used if needed from 
problems, such as capacity. 

[0086](The function of RMP, and the relation of information) Each function of RMP 
and an example of the relation figure of information area used in that case are shown 
in drawing 39 . Such a relation is not necessarily realized and an exception may arise 
with each procedure. For example, metadata and a whole profile are used in ** storage 
control, and metadata, an individual profile, and the CA card 2 (card for RMP) are used 
in ** viewing control. 

[0087]7. Explain each application about PDR below to receiving terminal (PDR) 
application. 

(Retrieval application) Retrieval application has a function which helps the time of 
choosing the contents which desire viewing and listening from the contents 
accumulated in the storage device in accumulation viewing and listening. The 
information about each contents for performing retrieval processing comes to hand 
from a retrieving table and metadata. RMP is passed, RMP accesses a storage device 
and the contents information (the location of contents, the location of metadata, etc.) 
with selected retrieval processing reads data in RMP. Not only the contents chisel 
accumulated in storage media, such as HDD, but a retrieval object can be searched by 
the contents information of the schedule distributed in the future coming to hand. It is 
also possible for the information distributed as an object for EPG to come to hand as 
an example, to refer to a keyword, a title, a genre, etc., and to perform reservation of 
picture recording. 

[0088](Primitive operation procedure) The primitive operation flow chart from content 
reception to viewing and listening in a receiving terminal is shown in drawing 13 . 
Procedure Reception (S1301), the decoding processing of a limited reception code 
(S1303), It is carried out in order of accumulation processing (S1305), retrieval 
processing (S1307), viewing-and-listening contract processing (S1309), accounting 



(S 1311), metadata processing (S1313), and contents decoding processing (S1315). 
Each processing is explained in detail below. 

[0089](S1 301 , reception) The procedure of reception, the cipher system at the time of 
distribution, and the relation of the code gestalt at the time of accumulation are 
shown in drawing 14 . The following cases can be considered as a cipher system of the 
distributed data. 

CASE — 1 restricted reception system + copyright protection cipher system 
CASE2:restricted reception system CASE3:copyright protection cipher system 
CASE4: — with no encryption [0090]When a receiving terminal receives contents, the 
code gestalt at the time of HDD accumulation is recognized, and the decoding 
processing procedure in each case is chosen. The code-less accumulation 
accumulated in the state where it is not enciphered as the restricted reception 
system accumulation accumulated as a code gestalt at the time of accumulation of 
contents applying a restricted reception system to contents and the copyright 
protection cipher system accumulated in the state where contents are enciphered in 
the copyright protection code can be considered. 

[0091](Decoding processing of S1303 and a limited reception code) The decoding 
processing procedure of a transmission-line code is shown in drawing 15 . It decodes 
according to the decoding processing procedure identified by the reception-control 
function. The decoding processing procedure in the case of a cipher system is shown 
below at the time of each accumulation. 

- Restricted reception system accumulation : only metadata decodes a limited 
reception code. 

- copyright protection cipher system accumulation: — CASE1: — limited reception 
code decoding of both contents and metadata 

CASE3: - code[ processing-less ]-less accumulation: Contents, limited reception 
code decoding of both metadata 

[0092](S1305, accumulation processing) The procedure of accumulation processing is 
shown in drawing 16 and drawing 17 . In this step, after decoding a transmission-line 
code, it processes until it accumulates in HDD. The main procedure is shown below. 

- They are key Kk acquisition 302 and the metadata encryption 303 from entry 301 
and metadata in search of metadata, and a part of right information data to metadata 
decoding 300 and a retrieving table. [0093](S1 307, retrieval processing) The 
procedure of retrieval processing is shown in drawing 18 and drawing 19 . Retrieval 
processing is processing at the time of choosing the contents accumulated in viewing 
and listening or a removable media. 31 1 to which the retrieval application which is the 
application of a receiving terminal performs retrieval processing, and the viewing 
control of RMP performs reading of the data into 310 and RMP from HDD. The 
contents in HDD are searched by a user request, and search results are shown. The 
contents to show are made into two steps with a detailed degree as follows. 



** In the information on a retrieving table, it is the detailed information of the detailed 
contents of the program, a fee, etc. by the information on outlined information ** 
metadata, such as a title of contents, and a program summary. [0094](S1309, 
viewing-and-listening contract processing) The procedure of viewing-and-listening 
contract processing is shown in drawing 20 . Viewing-and-listening contract 
processing is performed based on the information inputted and checked on the 
occasion of a user's viewing-and-listening contract of contents. 321, 322 which 
present the contract information of metadata to a user and judge whether contents 
viewing is possible for the user in consideration of 320, the right to access, a viewing 
condition, etc. 

[0095](S131 1, accounting) The procedure of accounting is shown in drawing 21 . Here, 
based on contract information, accounting is performed to the contents which 
performed the viewing-and-listening contract. 331 stored in a whole profile if the 
accounting information which is information on an accounting result, viewing 
information, contract information, and the viewing-and-listening contract information 
that summarized accounting information are required. 

[0096](S1313, metadata processing) The procedure of metadata processing is shown 
in drawing 22 . Here, after processings in connection with a contract, such as 
viewing-and-listening contract processing and accounting, end, the 
viewing-and-listening contract information which summarized those information is 
written down in metadata, and processing treatment of the metadata is carried out. 
The main procedure is shown below. 

- If it is storing 341 and necessity in entry 340 and viewing-and-listening contract 
information, Kk, etc. about viewing-and-listening contract information in metadata at 
a RMP card, it is the encryption 342 at key Km2 about the inside of a RMP card. 
[0097](S1315, contents decoding processing) The procedure of contents decoding 
processing is shown in drawing 23 and drawing 24 . Here, the enciphered contents are 
decoded when viewing and listening to the contents to which the 
viewing-and-listening contract was performed. The key Kk of the contents code is 
stored in the individual profile. The key Kk comes to hand and the procedure which 
decodes contents is shown below. 

- It is the contents decoding 352 in HDD about the metadata in HDD at Kk of 
judgment 351 and the individual profile of decoding 350 and user restrictions with an 
individual profile's key Kk generated from the card information for RMP. 
[0098](Accumulation in the contents key transmission model using metadata) The 
explanatory view of the procedure in the contents key transmission system which 
used metadata is shown in drawing 43 . The flow chart of the procedure in a contents 
key transmission system is shown in drawing 44 . The procedure in the contents key 
transmission system which used metadata for below is explained. First, BS 
transmission-line scramble is decoded using Ks, Kw1, and Km1 that are accumulated 



in CA module 1 (500), and the enciphered content 401 and the encryption metadata 
451 come to hand. In this case, the contents key Kk is contained in the encryption 
metadata 451. Next, the metadata 451 is decoded using work key Kw2 which is 
beforehand transmitted to the receiving terminal (PDR) 3, and is stored in RAM452 in 
a code / decryption module (503,453), The information used for retrieval processings, 
such as search/accounting information indicated to metadata, is extracted, and it 
adds to the retrieving table 410 (504). Search/accounting information of the contents 
406 in HDD4 are indicated, and when this retrieving table 410 searches, it is 
used.After extracting the information used for retrieval processing from metadata and 
adding a postscript to a retrieving table, The metadata 405 which set to key Kt453 the 
value Kt made to generate or prepare within a code / decryption module (506), carried 
out metadata once decoded by Kw2 re-encryption 453 by Kt (507), and was 
enciphered by Kt is generated (453). The key Kt is stored in RAM452 in a code / 
decryption module. This key Kt decodes the metadata 451 before HDD4 accumulation, 
and is a key made to generate or prepare within a code / decryption module whenever 
it carries out re-encryption 453. Then, the encryption metadata 405 enciphered with 
the enciphered content 406 enciphered with the contents key Kk and the key Kt is 
accumulated in HDD4 by a set (508). It is good also as a key different every metadata 
414. 

[0099](Contents storage to a removable media) The flow chart of the contents 
storage procedure to a removable media is shown in drawing 45 . Below, procedure 
until it accumulates the contents 406 accumulated in HDD4 in the removable media 5 
is explained. With reference to drawing 43 , the contents storage processing to a 
removable media is explained. 

[0100]When a user inputs a keyword etc., retrieval processing 412 in HDD4 is 
performed based on the information on the retrieving table 410 (520). A user chooses 
the accumulation contents 409 from the search results (520). And the metadata 408 
to the selected contents 409 is copied to the work area in the receiving terminal 
(PDR) 3. Copied metadata 408 is carried out decoding 413 using the key Kt (522). And 
a user accumulates determination 415 by adding required information after checking 
the conditions of contract of the selected contents 408 (523). In response to 
operation of a user's accumulation determination, accounting 416 is performed from 
the conditions of contract which the user made a contract of (524). The contract 
information of the metadata 414 is created from the result of conditions of contract 
and accounting (525). Then, the metadata 414 is divided into the metadata 1 and 2 
(526). And value Kt' made to generate or prepare within the receiving terminal (PDR) 3 
is set to key Kt'418 (527). This key Kt' is a key made to generate or prepare within the 
receiving terminal (PDR) 3 whenever it enciphers before accumulating the metadata 2 
in the removable media 5 and HDD4 grade after the viewing-andHistening procedure 
of the contents 409. The metadata 2 is enciphered by key Kt' (528), and it 



accumulates in the removable media 5 (529). Next, the information about key Kt' or a 
key is written down in the metadata 1. The transmission line where security is 
protected in the metadata 1 is used, and it is CA module 2. It accumulates in 101 (531) 
and is CA module 2. Personal key Km2 accumulated in 101 It takes encryption 422 
using 424 (530). The transmission line where security is protected is used in this 
processing, and it is personal key Km2. 424 is inputted in the receiving terminal (PDR) 
3, CA module 2 after enciphering the metadata 1 include the information about key Kt' 
or key Kt' using personal key Km2424 (422, 530) Accumulating in 101 (531) is also 
possible. As methods other than this, security may transmit the metadata 1 include 
the information about key Kt' or key Kt' to CA module 2101, and may save it as it is in 
the kept transmission line. If all processings about the metadata 414 are completed, 
the enciphered content 409 will be accumulated in the removable media 5 (532). Thus, 
metadata 2 which the information stored in a removable media is enciphered by key 
Kk\ and contains the key Kk It becomes the contents 427 enciphered with 421 and 
the key Kk. 

[01 01 EContents viewing) The flow chart of contents viewing procedure is shown in 
drawing 46 . The explanatory view about the data flow of after-accumulation viewing 
and listening which used metadata is shown in drawing 47 . Below, procedure until it 
views and listens to the contents 408 accumulated in HDD4 with reference to drawing 
43 is explained. Metadata and enciphered content are booked in the code which 
contains the key Kk in HDD4. When a user inputs a keyword etc., retrieval processing 

412 in HDD4 is performed based on the information on the retrieving table 410 (520). 
A user chooses the viewing-and-listening contents 409 from the search results (540). 
And the metadata 408 to the selected contents 409 is copied to the work area in the 
receiving terminal (PDR) 3. 

[01 02] Metadata is processed as follows. Copied metadata 408 is carried out decoding 

413 using the key Kt (522). And viewing and listening is carried out determination 415 
after a user's checking the conditions of contract of the selected contents 409 (541). 
Accounting 41 6 is performed in response to operation of a user's 
viewing-and-listening determination from the conditions of contract which the user 
checked and made a contract of (524). Contract information of metadata is carried 
out creation 41 7 [ result / of conditions of contract and accounting ] (525). Then, the 
metadata 414 is divided into the metadata 1 and 2 (526). And value Kt' made to 
generate or prepare within the receiving terminal (PDR) 3 is made into key Kt' (527). 
This key Kt' is a key made to generate or prepare within the receiving terminal (PDR) 
3 whenever it enciphers before accumulating the metadata 414 in the removable 
media 5 and HDD4 grade after the viewing-and-listening procedure of the contents 
409 (good [ as a key different every metadata 414 ] in addition). Next, metadata 2 is 
carried out encryption 419 by key Kt' (528), and it accumulates in HDD (542). Next, 
the transmission line where security is protected is used and it is personal key Km2. 



424 is inputted in the receiving terminal (PDR) 3, It is the metadata 1 including the 
information about key Kt' or key Kt' Personal key Km2 CA module 2 after taking 
encryption 422 using 424 (530) It accumulates in 101 (531). In this processing, the 
information about key Kt' or key Kt' is written down in the metadata 1. The 
transmission line where security is protected in the metadata 1 is used, and it is CA 
module 2. It accumulates in 101 (531) and is CA module 2. Personal key Km2 
accumulated in 101 It takes encryption 422 using 424 (530). It is CA module 2 about 
the metadata 1 which includes the information about key Kt' or key Kt' as methods 
other than this in the transmission line where security was protected. It may transmit 
to 101 and may save as it is. On the other hand, contents are processed as follows. If 
all processings about the metadata 414 are completed, enciphered content 409 will be 
carried out decoding 426 using contents key Kk330 (543), and the contents to which it 
can view and listen will come to hand. 

[0103]Below, the explanatory view about the data flow of after-accumulation viewing 
and listening is shown in drawing 48 at a removable media. Viewing-and-listening 
processing of the contents from this HDD4 and same processing are performed also 
about the viewing-and-listening processing from the ream bubble media 5. However, it 
is CA module 2 here. After a coincidence check with the metadata 1 accumulated in 
101 and the metadata 2 in which the removable media 5 was accumulated, and an 
conditions-of-contract check are performed, viewing and listening (decoding) of 
contents is attained. The transmission line where security is protected is used for the 
encryption metadata 1, and it is personal key Km2. 424 can be inputted in the 
receiving terminal 3 and can be decoded. The encryption metadata 2 can be decrypted 
using key Kt' in the decrypted metadata 1. With the contents key Kk stored in the 
metadata 2, enciphered content is decoded and viewing and listening becomes 
possible. 

[0104]8. Except the receiving terminal which performed the contents viewing 
viewing-and-listening contract of those other than the receiving terminal which 
performed the viewing-and-listening contract, the case where it views and listens to 
contents is shown below. About the relation of movement of the contract contents for 
viewing and listening, when the candidate for viewing and listening is a contractor, it 
may be [ being those with the move of contract contents, or ] nothing, and when the 
candidate for viewing and listening is the 3rd person, it may be with [ of contract 
contents ] a move. Each [ about viewing and listening ] case is explained below. 
[0105](Contractor viewing and listening) The user who performed the 
viewing-and-listening contract shows first the case where it views and listens to 
contents. The explanatory view of a point of difference with the primitive operation 
procedure in the built-in HDD accumulation described in the top is shown in drawing 
40. 

[0106]** With [ of contract contents ] a move shows the explanatory view in 



contractor viewing and listening to viewing-and-listening-receiving terminal outside 
drawing 25 by movement of contracted contents. Here, the case where it viewed and 
listened to contracted contents out of the receiving terminal which performed the 
viewing-and-listening contract using the card for RMP and the removable media was 
shown. Like drawing 40 (A), viewing-and-listening contract processing, metadata 
processing, removable media accumulation, and contents decoding are performed. 
[0107]** The explanatory view in contractor viewing and listening is shown without 
movement of contract contents in viewing-andHistening-receiving terminal outside 
drawing 26 without movement of contents, here — the person himself/herself — by 
performing the viewing-and-listening contract of contents using receiving terminal 
RMP1 of possession. The contents themselves are not moved, chisels, such as 
viewing-and-listening contract information, the contents key Kk, etc. which are 
accumulated in the card for RMP which performed the viewing-and-listening contract, 
and the card for RMP, are carried, and the case where it views and listens to the 
contents in the receiving terminal RMP2 of everything but a movement destination is 
shown. This service is effective only when the same contents as contract contents 
are accumulated into the receiving terminal RMP2 of a movement destination. 
Metadata processing and contents decoding are performed like drawing 40 (B). 
[0108]** Gift service can be considered as service to which the 3rd person other than 
a contractor views and listens to contracted contents out of the 3rd person 
viewing-and-listening (gift service) receiving terminal. Drawing 28 is a figure usually 
showing the point of difference between service and gift service. First, a gift contract 
is explained. A gift refers to that a buyer presents the contents purchased to the 
receiving terminal which others hold. An IC card cannot be fundamentally owned by 
individual units, and cannot be transferred to others. Therefore, the system to which a 
removable media and an IC card can view and listen by a set needs to be a system 
realized only by being unable to use but transferring a removable media simple 
substance. 

[0109]The explanatory view of the point of difference of a processing object between 
a contract and a gift contract is usually shown in drawing 41 . Under the treaty of a gift, 
a sender performs viewing-and-listening contract processing, accounting, etc. 
However, only owner registration processing is delivered without being carried out and 
considers after a gift contract that the first card for RMP to follow a 
viewing-and-listening procedure is an owner. An error is returned when the 
cardholder for RMP concerned does not fulfill the right conditions of contents. 
[01 10]Below, the lock management and the transmission system of a gift contract are 
described. The schematic diagram of the information stored in a removable media is 
shown in drawing 29 . The key Kk of enciphered content is entered in metadata. Since 
gift service is a system realized only in a removable media simple substance, contents 
and metadata will be stored in the same removable media. Therefore, in order to 



protect the key Kk, it is necessary to encipher metadata. Since the key of the 
encryption metadata cannot be transmitted as it is, a device is required for 
management and the transmission method of the key Key. Then, a gift key method and 
a common key system are explained hereafter. 

[01 1 1]The information stored in a removable media is shown in drawing 30 . First, a gift 
key method is explained. Or it does not transmit the key of encryption metadata in the 
case of gift service, the method which transmits only the key information relevant to a 
key is called a gift key method here. Information required in order to realize gift key 
methods stored in a removable media, such as key information, is called gift 
information here. 

[01 12](1) The explanatory view of the kind of gift key (inherent key) is shown in gift 
key (inherent key) method drawing 42 . In this case, the gift key holds the key with all 
the common receiving terminals in RMP, and is protected in security. Since the same 
gift key is stored in all the receiving terminals, acquisition of a key is possible even if it 
does not transmit the key itself. 

** - which does not write down gift key information in only inherent key and 
removable media common to all the receiving terminal, since it is an only inherent key 
common to all the receiving terminal, if it can be judged as the contents of a gift 
contract — the gift key by the side of a receipt — decoding of metadata — possible 
** — common to all the receiving terminal. - which writes down gift key information in 
the inherent key and removable media of several kinds which can be used arbitrarily, 
since the key with all same receiving terminal is held, if the key information which can 
recognize keys, such as key ID, is written down in the removable media — the gift key 
by the side of a receipt — decoding of metadata — possible ** — common to all the 
receiving terminal. - which writes down gift key information in the inherent key and 
removable media of specification with every service provider, since the key with all 
same receiving terminal is held, if the key information which can recognize keys, such 
as key ID, a service provider name, or ID is entered in the removable media, decoding 
of metadata is possible with the gift key by the side of a receipt — the required 
information over the all directions type of these ** - **, For example, in a receiving 
terminal, it is a gift key, and is gift key information (unnecessary, when using an 
inherent key common to all the receiving terminal) in a removable media. 
[011 3](2) Generate a key based on a fixed algorithm one gift key (arbitrary key) 
method or based on two or more values (initial value). Since the key generation 
algorithm is the same in all the receiving terminals, if the initial value of a key 
generation algorithm is transmitted even if it does not transmit the key itself, a key is 
generable by the receipt side. As required information in this case, in a receiving 
terminal, it is a key generation algorithm, and is gift key information (initial value) in a 
removable media, for example. 

[01 1 4](3) In the form of ************, using the secret key for every receiving 



terminal, and a public key, encipher the key of encryption metadata with a delivery 
partner's public-key crypto system, and decode the receipt side with your own secret 
key. The method of accessing a lock management center and getting to know a 
delivery partner's public key as a method of getting to know a delivery partner's public 
key, in addition to the method of acquiring information from a delivery partner directly, 
is also considered. In this case, as required information in a receiving terminal. It is a 
secret key, a public key, a public key of the address for delivery, and a lock 
management center access site (required, only when getting to know a delivery 
partner's public key from a lock management center), and, on the other hand, is a 
public key (required, only when getting to know a delivery partner's public key from a 
lock management center) of all the receiving terminals in a center. 
[01 15](4) — telling a key delivery center about a common key system delivery partner 

— the person himself/herself — the session key which is a key only for encryption of 
the key of the encryption metadata is distributed to a possession receiving terminal 
and a delivery partner possession receiving terminal. The session key distributed from 
a center is enciphered with the common key system which used the common key of 
each receiving terminal, or the public key system using the public key of each 
receiving terminal. The session key distributed from the center is used as a common 
key, and it is encryption **** of the key of encryption metadata. The receipt side is 
decoded with a session key. In this case, as required information, they are secret key 
*1, public key *1, common key *2 with a center, and a lock management center 
access site in a receiving terminal, for example, a center — public key *1 of all the 
receiving terminals, and common key *2 of all the receiving terminals — it comes out. 
However, *1 shows a required thing, when enciphering a session key with a public key 
system, and *2 shows a required thing, when enciphering a session key with a common 
key system. 

[01 16](Group contract service) The contents viewing and the accounting object using 
the card for RMP are individual units fundamentally. However, the service which made 
group units, such as a family, contents viewing and an accounting object is also 
considered. First, the feature in HDD accumulation of the contents of a group 
contract is shown below. 

- In the case of entry and viewing and listening, when a group member views and 
listens to the contents a contract of whose viewing-and-listening contract 
information written down in the individual profile has been group made [ use and ] to a 
whole profile, the viewing-and-listening contract information of group information use 
and the group contract of a whole profile, Viewing-and-listening contract information 
is newly written down in the copy of master metadata (default). [0117]Next, the 
contents which performed the group contract are accumulated in HDD, and procedure 
(example) in case a group member views and listens to the contents concerned to 
which the group contract was performed is shown below. 



. Depend the S1. televiewer's A IC card A on the insertion S2. televiewer A at PDR. 
Viewing-and-listening contract S3, master metadata. The group information with 
which the group member made a contract of a part of metadata from the whole 
insertion S7. profile to accounting S5. IC card A, and made a contract of the storing 
S6. televiewer's B IC card B to PDR at a (default) copy and whole profile based on 
viewing-and-listening contract information entry S4. viewing information, . Required 
information, including viewing-and-listening contract information etc., comes to hand 
from storing S8. IC card 1 to IC card 1, and depend required information, including 
viewing-and-listening contract information etc., on an individual profile's generation 
S9. televiewer B. check S11. The user who can view and listen views and listens in 
how from the group information of the whole viewing-and-listening selection S10. 
profile of contents contracted [ viewing-and-listening]. [01 18]the contents concerned 
to which the contents which performed the group contract next were accumulated in 
the removable media, and the group contract was performed for the group member — 
the person himself/herself — the case where it views and listens out of a possession 
receiving terminal is shown. The changed part of the procedure in the case of 
removable media accumulation is only change of a storage place. The additional 
condition and information at the time of a storage place being changed into a 
removable media from HDD are shown below. That is, there are no conditions in 
particular of viewing and listening of only the person himself/herself who performed 
the viewing-and-listening contract. The conditions of viewing and listening of a group 
member have the following. 

- Entry of the group member to which entry of viewing information can view and listen 
in necessity and a removable media the key with which accumulation of master 
metadata (default) enciphers the necessity and above-mentioned three information in 
necessity and a removable media in a key common to all the receiving terminals in a 
removable media, key information needs to be entered for a removable media — as 
required information in this case, for example, in a receiving terminal, it is a key 
common to a receiving terminal, and they are key information, viewing-and-listening 
contract information, master metadata (default), and group information in a removable 
media. 

[01 19](Viewing-and-listening contract in public environment) As an example to which 
a viewing-and-listening contract is carried out out of a receiving terminal, the content 
purchase by the terminal in public environment, such as a KIOSK terminal, occurs. 
Hereafter, a KIOSK terminal is explained to an example. It is [ KIOSK terminal ] usable 
in an unspecified user by inserting a personal IC card (RMP card (CA card 2)). In the 
KIOSK terminal, the enciphered content which a user can purchase, and the metadata 
in which the key of enciphered content is entered are stored. 

[0120]The process flow of the viewing-and-listening contract in public environment is 
shown in drawing 27 , and the feature is shown in it below. 



- Contents and metadata are beforehand distributed to a KIOSK terminal using 
satellite connection, a land-based line, etc. 

- A user inserts an IC card in a KIOSK terminal (S1401). 

- It is on the monitor of a KIOSK terminal and search viewing-and-listening contents 
(S1403). 

- Perform the viewing-and-listening contract of selected contents (S1405). 

- The media medium containing an IC card and contents can be purchased at the 
surcharge (S1407) in which a user obtains bringing. When it purchases, an IC card 
turns into a disposable card for emergencies, and can set up the expiration date. 

- A KIOSK terminal transmits a purchase history etc. to a center using a land-based 
line, and customer relations management and a center control a KIOSK terminal using 
a land-based line (number-of-sheets management of contents deletion, the IC card 
for emergencies, and a media medium, etc.). Transmission of accounting information, 
the payment of a fee, registration of viewing-and-listening contract information, etc. 
are possible for the KIOSK terminal currently installed in public environment in the 
center besides the purchase of contents. 

- A user views and listens to contents with a receiving terminal, mobile 
communications equipment, a handheld receiver machine, etc. using an IC card and a 
media medium (S1409). 

[0121]9. Illustrate some of features of conclusion this invention below. 

- Media media, such as communication lines, such as a satellite and a land-based line, 
or a removable media, are used, The time of distributing contents to a home and 
performing accumulation / copy / reproduction in a home in the digital state, Manage 
by protecting each rights, such as an owner of a copyright of contents, a broadcasting 
organization, and a televiewer, for evasion of the situation of infringing on the right of 
service providers, such as an unjust copy of data which rewrite and exceeds 
reproduction and private use, a copyright person, or a user, and copyright. 

- Set the concept of the copyright protection of contents, and a right protection 
processing capability to RMP (Rights Management & Protection), and have copyright 
protection and a right protection function in a receiving terminal. 

- The encryption which prevents unjust rewriting and viewing and listening of 
information for the copyright protection of contents, or the right protection method, A 
service provider or the user access-restriction right to the contents by a copyright 
person, Use the electronic watermark etc. which bury information and are crowded in 
the contents related information (metadata) which stores personal authentication, 
copyright information, right information data for protection of the contents viewing 
right by a user, etc. and a digital picture, video, a sound, etc. 

[01 22]- Use contents, the restricted reception system used as a code of a 
transmission line as a cipher system of metadata, and the copyright protection cipher 
system used as a purpose of the copyright protection of contents and metadata, and 



right protection. 

- In the case of accumulation viewing and listening, accumulate preexisted type 
broadcast, with the limited reception code at the time of transmission applied, decode 
a limited reception code at the time of reproduction, accumulate server-based 
broadcating only in the state of a copyright protection code, and decode a copyright 
protection code at the time of reproduction, after decoding the limited reception code 
at the time of transmission. 

- Encryption of the contents in the aforementioned copyright protection cipher 
system and metadata can be enciphered with the transmitting equipment of a service 
provider, or equipment of a lock management center. 

[0123]- Manage the key of the code of the contents in the aforementioned copyright 
protection cipher system, and metadata in the lock management center. 

- In the aforementioned copyright protection cipher system, it is a transmission side, 
encipher using the contents key Kk in a copyright protection code, and accumulate 
contents with the key same at a receiver as the same cipher system. 

- In the aforementioned copyright protection cipher system, the contents key Kk 
which is a key to encryption of contents should be stored in metadata, and should be 
distributed by contents and a set. 

In the aforementioned copyright protection cipher system, if the 
viewing-and-listening contract of contents finishes, store the contents key Kk in a 
personal portable CA module. 

[0124]- In the aforementioned copyright protection cipher system, only information to 
be protected should encipher metadata and don't encipher the information without the 
necessity for protection. 

- In the aforementioned copyright protection cipher system, encipher in a copyright 
protection code at the transmitting side, metadata should be decoded if received by 
the receiving terminal, and extract required information and the contents key Kk, and 
be newly re-enciphered with the contents key Kk. 

- In order to set the inside of a receiving terminal as personal environment at the time 
of use, set up personal environment information area, and at the time of receiving 
terminal use, each user needs to acquire information required for generation of 
personal environment information area from a personal portable CA module, and 
needs to generate personal environment information area. 

- Information and the contents key Kk required for generation, viewing-and-listening 
contract information, etc. of personal environment information area should be stored 
in the personal portable CA module. 

[0125]- The accumulation by the user palatability made into the sources of 
information of the taste information input by a user, or viewing history information as a 
method of storing up in a mass storage device, There need to be compulsive 
accumulation etc. which a service provider accumulates in a mass storage medium 



compulsorily within the request-to-print-out-files accumulation, emergency and 
specified time zone by EPG made into sources of information, or the defined capacity 
about SI, the program information from metadata, etc. 

- There are information which should always be stored in a receiving terminal, and 
information by which portability should be carried out, There are information etc. 
which are used for the restricted reception system of the group information etc. and 
the actual condition of having summarized the individual's information as information 
which should always be stored, It is information required for registration of the 
content purchase in a KIOSK terminal, and the payment viewing history information on 
a fee, the contents viewing in other receiving terminals, etc. as information by which 
portability should be carried out. 

- When the same contents as the contents which performed the 
viewing-and-listening contract by storing viewing history information, the contents 
key Kk, etc. in a personal portable CA module are accumulated in other receiving 
terminals, viewing and listening be possible for not performing a viewing-and-listening 
contract again. 

[0126]In a removable media at the time what is called of a gift contract of presenting 
contents contracted [ viewing-and-listening ] to the 3rd person, without passing a 
personal portable CA module - Contents contracted [ viewing-and-listening ], Store 
key information, viewing-and-listening contract information, etc., or encipher the key 
of the metadata which stores the contents key using a common key system or a 
public key system, and viewing and listening should become possible only using a 
removable media. 

- At the time what is called of a group contract of setting up a viewing-and-listening 
contract unit and an accounting unit not per individual units but per group, set up the 
area which summarized all groups' information and sharing of contents contracted 
[ viewing-and-listening ] should be attained by the group members in all the members 
by storing there viewing-and-listening contract information etc. 

[0127] 

[Effect of the Invention]According to this invention, by using functions, such as 
encryption, personal authentication, metadata, and an electronic watermark. Right 
protection of contents can be performed and right protection of contents can be 
performed by accumulating, after enciphering the metadata and contents in which 
especially right information data etc. are stored at the transmitting side, processing 
re-encryption etc. by the receiver and the code's having started HDD. According to 
this invention, by storing the key to encryption of contents and metadata after a 
viewing-and-listening contract in a personal portable CA module, also when viewing 
and listening to contents by other PDR, right protection becomes possible. 
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[Brief Description of the Drawings] 

[Drawing 1] The entire configuration figure of the integrated data distribution service 
about this invention. 

[Drawing 2] Comparison of real-time viewing and listening and server type viewing and 
listening. 

[Drawing 3] The explanatory view of the contents enciphered in the transmitting side, 
and the code gestalt of metadata. 

[Drawing 4] Encryption data of BS transmission-line code, and a transmission method 
of a key. 

[Drawing 5] Contents in the case of transmitting the contents key Kk using metadata, 
a transmission method of metadata. 

[Drawing 6] The flow chart which shows the enciphering procedure of the transmitting 
side. 

[Drawing 7] The flow chart which shows the distribution procedure of the transmitting 
side. 

[Drawing 8] The flow chart which shows a receiver procedure. 
[Drawing 9] The basic constitution figure of a receiving terminal. 
[Drawing 1 0] The functional block diagram in PDR. 
[Drawing 1 1] The lineblock diagram of cipher processing in RMP. 
[Drawing 12] The functional constitution figure in RMP. 

[Drawing 13] The primitive operation flow chart from content reception to viewing and 
listening in a receiving terminal. 

[Drawing 14] The explanatory view of the procedure of reception, the cipher system at 
the time of distribution, and the relation of the code gestalt at the time of 
accumulation. 

[Drawing 15] The figure showing the decoding processing procedure of a 
transmission-line code. 

[Drawing 16] The figure showing an accumulation processing procedure (1/2). 

[Drawing 1 7] The figure showing an accumulation processing procedure (2/2). 

[Drawing 1 8] The figure showing a retrieval processing procedure (1/2). 

[Drawing 19] The figure showing a retrieval processing procedure (2/2). 

[Drawing 20] The figure showing a viewing-and-listening contract processing 

procedure. 

[Drawing 21] The figure showing an accounting procedure. 

[Drawing 22] The figure showing metadata procedure. 

[Drawing 23] It is a figure showing a contents decoding procedure (1/2). 

[Drawing 24] It is a figure showing a contents decoding procedure (2/2). 



[Drawing 25] The explanatory view in contractor viewing and listening by those of 
contract contents with a move. 

[Drawing 26] It is an explanatory view in contractor viewing and listening without 
movement of contract contents. 

[Drawing 27] The process flow of the viewing-and-listening contract in public 
environment. 

[Drawing 28] Usually, the figure showing the point of difference between service and 
gift service. 

[Drawing 29] The schematic diagram of the information stored in a removable media. 
[Drawing 30] Information stored in a removable media. 

[Drawing 31] A protective method, the purpose, a symbol description figure. 
[Drawing 32] The entire configuration figure of the integrated data distribution service 
about this invention. 

[Drawing 33] The explanatory view of required information for a receiving terminal to 
judge palatability. 

[Drawing 34] The explanatory view of the feature of the card for CAS, and the card for 
RMP. 

[Drawing 35] The explanatory view of the information which needs to be made to 
always fix to PDR. 

[Drawing 36] The explanatory view of the information which can carry out portability 
from PDR. 

[Drawing 37] The explanatory view of the main items of a whole profile, and the 
contents. 

[Drawing 38] The explanatory view about the contents of a key table and the retrieving 
table. 

[Drawing 39] Each function of RMP, and the related figure of information area used in 
that case. 

[Drawing 40] The explanatory view of a point of difference with the primitive operation 
procedure in built-in HDD accumulation. 

[Drawing 41] Usually, the explanatory view of the point of difference of a processing 
object between a contract and a gift contract. 

[Drawing 42] The explanatory view of the kind of gift key (inherent key). 

[Drawing 43] The explanatory view of the procedure in the contents key transmission 

system using metadata. 

[Drawing 44] The flow chart of the procedure in a contents key transmission system. 
[Drawing 45] The flow chart of the contents storage procedure to a removable media. 
[Drawing 46] The flow chart of contents viewing procedure. 

[Drawing 47] The explanatory view about the data flow of after-accumulation viewing 
and listening using metadata. 

[Drawing 48] It is an explanatory view about the data flow of after-accumulation 



viewing and listening to a removable media. 
[Description of Notations] 

100 ... A receive section, 101 ... A limited reception code descrambler, 102 ... HDD, 
103 ... A copyright protection code descrambler, 104 ... Decoder, 110 ... The contents 
key Kk, 1 1 1 ... Kk is embedded at metadata, 1 12 ... Kw2, 1 13 ... The scramble key Ks, 
120 ... Contents are enciphered by Kk, 121 ... It is Kk to metadata Storing and 122 ... 
Metadata is enciphered by Kw2, 123 ... They are contents and metadata Encoding and 
124 ... TSP is enciphered by Ks, 125 ... Kw2 is enciphered by Kmc and it is distribution 
and 126 at EMM... Encipher Kw1 by Km1 and it distributes by EMM, 127 ... It is an 
event Distribution and 128 ... Encipher Ks by Kw1 and it distributes by ECM, 129 ... 
Kw1 acquisition, 130 ... Ks acquisition, 131 ... Event acquisition, 132 ... Kw2 acquisition, 
133 ... Metadata is decoded by Kw2, 134 [ ... Metadata is read from HDD and it is 138. 
/ ... Metadata is decoded by Kk, ] ... It is Kk acquisition and 135 from metadata... It is 
metadata at Kk Encryption and 136 ... They are contents and metadata HDD 
accumulation and 137 139 ... It is accumulation and 140 to the card for RMP in a part 
of metadata... By Kk, contents decoding, 200 ... RMP, 201 ... The card for CAS, 202 ... 
The card for RMP, 210 ... Reception, 211 ... CAS, 212 ... RMP, 213 ... Accessible HDD, 
214 ... Access improper HDD, 215 ... RMP, 250 ... Limited reception code descrambling, 
251 ... HDD, 252 ... A copyright protection code descrambler, 300 ... Metadata is 
decoded by Kw2, 301 ... It is the information on metadata to a retrieving table Storing 
and 302 ... From metadata to Kk acquisition. 303 ... It is metadata at Kk Encryption and 
310 ... Contents information display, 31 1 ... Reading of metadata, 320 ... An 
conditions-of-contract display, 321 ... User restriction judgment, 322 ... User request 
judgment, 330 ... Accounting, 331 ... Viewing-andHistening contract information 
creation, 340 [ ... It is metadata decoding and 351 at Kk. / ... Judgment of user 
restrictions, ] ... It is viewing-and-listening contract information to metadata Storing 
and 341 ... It is storing and 342 to the card for RMP... If required, it is metadata at Km2 
Encryption and 350 352 ... It is contents decoding at Kk. 
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[0014] mmt^y'ryy t^mt^^'f-^^m. 



7c , Bf b $ ft 3 > x > V £ -tz > £ ffl J; 0 Mb? 5 C 
fc T\ Sff T A^«© n >f > y*mmfr? S & 
M«&<> ^^^'-^cD^Bf^-fbT^o Cft&^^-r- 

i«$ftTV>^3>'7 i >"y<Dgt(D^T^St-r— -f^mcm 
ti>i-;HcM?n§o c©#i&£ftfc«©flf«£te 

fflLTBg^b3>T->-ycoS^^iT^9^, ff^BfO 

ii^^Rrtlt^^o dft«fet) C A^J?i-;l/l¥©BlJfi{c: 

5?a-;l/*©3.— If-ffiAlf^S^jimiWf^Stf^Bi 
Hii:&3 0 *fc, Sfl^T-S^L/cB^bnv^v^ 
{ia.-if-©^^{cBg^b^ftfc3>7 i >y*«^ 

p< ^ 7 s - * *«^{b L rc(D%mmt L p« ^ x- ^ 
ffl-T 5 c i: fcfc 5 ft fc n yryvitmmt Lzn 

£T3„ CftiDBf^b^ftfcn^x^^x-^^^Bt 
««^ftfc«Hi:^D, (,>o-z??.«iJ©C A^>*a-;l/-Z? 

*5gBJ?THi> C At^a-;l/*S(3«lF«3^»Mf *t>© 

[0 0 15] 

1. «?y©«ii©ffiB 

2. ifffMSfSii^i*: 

3. Bg^~>XxL, 

4. sftffi* 

5. RMP 

6. SfMifg* (PDR) TffifflSftSflHfi 

7. SfS'iffii* (PDR) T^U^r-^a^ 

8 . M«^^43 C * -a rcSff 4K*JWnfCfelt §3>f 

[0016] i . *ifij©f£S©«Eg 

(•9— lfX«tg) *5BBT?^-r, ^x-^Efltr-fci' 
«fM, «!±H^©jiMleIi!ifcL<«UA-/^ 

^JSrtT-xv ! ^;l'©^S^/=ie-ff^ 

iE**ir»^., ^Wfijffl%ja^.5 3tr-^©-9— 
trx7°nA^\ b < (43— »f-©ffi 

[00 1 7 ] mmUM) 3>r>7 ©^fttSfSfl fc L 
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-So 

( i ) mm<D^iEtj;m%mz.ts£tfim*W3<'®s§<t, 

n yfy'^NCa- if- r ^ -fe xff;ij|5i*f #J fc , n— +f- 
(3) ^{ / F«l1f^t,L<{4«lfiJ1f^0^y*-V>y 

K-ss^^f-^, (4) ^v-^^oh^^ e-?**, 
[0018] H3ic, mtti&tBifi. mmmmm 

j^lTS (2. =gff«{*M7?S#PS) c Hf^fbOg^tC 
«*©^iEa»#lft*l»ih J f««0^iE«:1Sl«IW± 

^ftf^SS?n5o ffiSA^!E©SWfc«, ill:, -y- 

v-T?-kxmmmm<D®mtf&'), tnmmt lx, 

^yryyicT^^A^m^tl^o 35 3 \z 7° 

AW$B(cr^-feXBTfll!b^^^n^c ^-offltcfe, «A 
^rfiJSiJ-r^^if^HAtcM^-rs^fc, |«S@«T- 

mmv&mmtfi&o. ttommthx. ayv-y^t-t 

yf>7 o^iE^fflBttc r 7° u a— 3 > «fc 0 ffiffl^nj 
[0 0 19] (^Xxivffitg) lie, *awt<:Rlf* 

3 2 tc, £foi/XTi±m&<Dmmiwm*7]k-to 
x^a«, 3>x>^<Dfl?jf^> Bem^^T33MfSfflji t 

[0020] mmm i «> iitff-tryx, 

[0 0 2 1] §{g«2«\ KIOSKS, flgsS 

%m<®*<DttnmtLT, ^y^y^^^tfrnm 
mm*wm?zrc*b<D, Ammmmmi^ommt, %m 



5 0 KIOSKSSJKti, 3>tf-i>XXh7, &#fifi 

3 y<D<&mt lt> t&±®m*m^xm&9mmn<D&. 
mt, mmmm, v ?x.xbm<DmAmm<Dmimtf& 

[0022] fcmm3i±. mm, w±®m, tfumffl, * 
(DmctfcmtLxm^mmmmfrzmf&ztiZo m±.® 

m<DT? 3 >icwfxmir 0 mmMfrz&mmvT z 

mmt^f^n^o ^mmt^mmm<o7 y 3 y<D 
t, ti&±®m*m^xwtmm, 9?x.xhm<DMAffi 

[0 0 2 3] (^^XT-AfCfett^MII) 
T^^-x- ^ E«"9— extent 5 » M->Xf A©» 

*w^Ht^~>XT-^tco^TWTtc^-r„ $-r\ jMm<nj 

CD ^— e X 7° n / S ^ #<D MM is X -r A fc V T 3 > -f > 

y^yy ttz^-zKmmmmmizm^xfcmrZo 

6D^a*ffv\ Hi^fftn >f >^ t^ST^Wi * coil 

mi*. w±®m^ms.mmm*m^x&mffiMizmmt 

§„ rj>-r> > yi:^^T ;> -5<DBg^{l:ti-9--ti"X7°n^ 
m^tffrfr o $ $ A^«^««f* ON fc LTJ-xl^H 

[0024] mm) ayryvmommmisXte, 
fc , Anmwmmw*ft^\mtt*3fe l ^ 

lfXfcUZ;l/^-<A-9--ex«r*f*fc Lfc-9— 
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•9— tf X fu t W x~fr p, BBfS $ ft 5 n y -f > V ^-^Sfi 

[0025] m?MMM£4)--rt-Miim*wm?zm 

[0026] (ur;^^A, *8HSBiJ*«) 02(c, 
t^£o dcDv-X-rAti, §{30(5100, HDD10 2K 

is^sffiBs#-rx^7>7 , '5 1 o i tmrmum 

Sg^fXi'?^ 1 0 3 fc^n-^f 1 0 4 *^€f«fil 
^RMP (Rights Management & Protection) 1 0 5 

[0027] H^MAKasour^^-YAiaiMoHS^^! 

¥IHTi± , §«« (PDR) fc^ff^ftfc 

n^r-y^ti. SMSPi oo^I^ ffi&SfaB&^-rX 
^7^7 l o l m*f£ftfc^ fn-^l o 4^-a 

ti, Sfg'S-M 00%ID> pg^gfiHt^-rX^VT^ 

1 0 1 £iI<=>-ffCHDD 1 0 2tcSH£fti> 0 

IS, HDD 1 0 2^P,^W?ftPl/gS:fS'Bg^7 ; 'X^'7 
1 0 1 fKfSn, f3-^l 0 4 £r)l D tfPignJ 

*mwsd , p d Ric&mzftrc^yf-yvit, si»i 

00^i(3> IS/ESfSSg^xX^^y^^ 1 0 1 

^ft§ 0 t(o^ mwrnum^T-'^^^yy^ i 03 

P D RfcSffi^ftfcn^x^ti, SffigM 0 05:1 
0. IS^§MBg#T r X*^>'7"^ 1 0 1 Til^ftHD 
D 1 0 2tcS^^ft^, 0 ^<Df£, MffiO^fCHDD 1 0 

2 ft, ^fitfSllHf^-r'X^^yy^ 1 0 
3T«f?nf;i, 7*3-^1 0 4^I»)S«J:45o 

[0 0 2 8] (Mm) &TFIC HDD -\<D&«CD*»C-3 

CD =L-v t -mwmc^^mm 



f#£?tc * r> it 3 yf y y * i id w h d d ft fc #«-r s 

[0 0 2 9] *^>*;Wc|^LTV^3-+f-«:, 
^^y^^r<Dayr-y^^m^rSiSajmv 

gmzfttcxyf-yyte, 3.—*?—mmcm-3^ 

teHDDft^^VWcfcD, +-7- F*£^, y 

frtkmm*fti<\ mm*m&=iy^yvttmiRL. mm 

t5. cco^X-r-Mi, i»W;:S#?-*«l^ftfc3> 
T-yy<Dfpfre>, 3— tf— # l/c3 yf >u> tco^ 

^&£ft3ttffl#{c£:oTV">£o 
[0 0 3 0] 0 3 3 fC, §M**tf'*$?14* ! PJtlfft"Sfc 

f, mm, ffl(*^)^A^-r<5(3— tf-(Dics#o)o 

®M, «AtS^)^/TI^§(3— V-<DXMMl,)o 

[0 0 3 1] (2) E P GtCiSil 
EPG (Electronic Program Guide) tit, ifSi^V 

Focfctss. epg«, ttam^asa-rssnsffi^fij 

TSfctDT-^^o SI (Service Information) tit. # 

ffiE?"jwffiocii:T*So sit*, mmmtR<Dmi%&<Drz 

SH^ft, flmiARIB&$&£LT*H5£2ft5o ^^tc, 
SI«, ARIBSitSfflSOffilBaP^fCi/PAT, MPEG-20PSI 

iff«i«)#$fts 0 ±ic, siii^« «ffl«ifj. 

^tfofcf^ SffiO^ (HDD^ItjSiH) ^#^.6 

/^U^^yKD^ftt, r f v ? ^;l/3tf-pIS^(DW^ 
^*ft5 e»ft^o EPG^f^t-§tfi«i: L 

[0032] o) mmm 

^ cd 3 > r- > y ^fiiy * *> y&m m ic mm s ^ s mi i -c 

7^7-#) ?*ft{f, »,%B#t;:ll^«! ; Fieabtc3>7 r - 

futcwe ^ -9— ^xMt±t^ £<Dmr°wmmfoft<D@im 

H«#*V ^#©fr^^ Lfc^JWWfcn >fyyoi 

a*if*a«i^n?&ssj«w»t3i*i:, -9--trxii« 

# (DM m (D fe h T\ SfiiS^fc » L T 3 yf y y O^SI 
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[0033] 2. mv?mumtt 

<y%mt, rmp) "f-^tD^iE^m^m^, b£> a 
*®mr2>rc*b\z&, mmmm, wmm. ntr-w» 

ft «t*iJ«SI«ia%tf RMP (Rights Manag 
eraent & Protection) t~?Z> 0 R M P fc|18>it" S, 3> 

•fffi A¥fio 3 ^t- >y r ^ -fe x P»*fT 3 ffl AS 
[0 0 3 4] S-f. n^-r^^Bg^jb^iCOV^T^ 

rtcDHD mc*H-t£+r— tfX£*J5£LT<^3«T\ H 
D D n<DU>T>VUmikli»?Z>'&mi$3b <0 , 3 

tT X C fet^Tffi V > n § flS^Ta Stt^ftttHBIB If *f 73 s 

7*-#iEfif9— eXt$#OBg^73^T'^ 0 . 3 
gf*^Hg^ft1-§ 0 IS^SM73^«, BSf->"WM 

T, Multi2*ffll^5 0 
[0 0 3 5] £<tffiffil«l»#7^©#i^TfC^-f. 

it < „ n y t- y y OMfl^ETttfc: n>f>7<))f-^ 
/hBg^ftWute U V-X^JctfX h »J — AT*So * b 

So 

[0 0 3 6] ortC ^X-^Bj^ftT^CO^TIK 

WTSo *5£W •CTrcttik&r- f Eft -9— kTXTHi, n 
v-r^yi: -try r-T'*2-r-££SEfrf3o tZ^—Z 

3kK>&w&mmm&i£tix^%>o ioT, nyf>7 

IBIBftc, ^x-^OBi^fb&i&gTfcSo 

(##ft affijutffi) ^o^Bg^fksaa^tf 

[0 0 3 7] (fflAISE) fflAISMcD^Si: LT, C A 

a-/I>%fflAffli:U #fflA^}5Wf3 d i:tc «fc 0 . a 
— «f-i: C A^i-'KD^IiE^Ki: L, P D Rflfcffl 



A7 p n:7ri';l/*f8:^5*fc«fc!K CAt-7a-;l/t 
P D R <DMU%ft v m& Rjftl * 3 c 
[0 0 3 8] *?\ C Atisz.—MC'D^TMffl-tZo 

t^£>o (BS/cs^'v^MftM) cdc A^-v^-;!/ 

3fBflS*fc:*fLT, lftOCAtya-K'S, 

StipT- £ BEfif "9"— £ X 1? W: CAti>'a-;l/5:2i 
K (CASffl*-K> RMPfflA-K) fflScLT, fflA 

5„ mfofftitnm^mtLTte, cas/b^-mcw:, 

^*<D c At-7a -;b h iwi c$&gT-& 53>f yy<D$k 

mim&irzmmzmcit, rmp m^-h^mm^y 

[0 0 3 9] RMPttJ^-HctiWTflStt^fc 

lAffioii^ii), is^Ma^^oift^^?»o ca* 

X5tl5„ iintt^tt, flji: LTC A^&v'a-^IC* 
[0 0 4 0] 034tC, CASffiA-F, RMP/TJ#— 

i*itc-ffi-B#aS«^nT^T, mm, simf^mz-v- feffl 
so, m&Mmn±*y- ex> ^>m*^„ «to 
ft§ct^tSo i^t, ffiiii«ifijiiiti, m&mtfL 

ffiffliWttRMPfftlcWSifflT'S 
[0041] o^c, f@A7 p n"7r-i';l'tcoi/^T®iB^-r 

^, RMPA-FA^Afbt, PDR^ffiMLTl^ 
^^LT*3<x'J7 7 ^fflA7 p D7r^/l/i:^c fflA 
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[0 0 4 2] RMPfflA-FmtSi:, 1X^7 
7--r;b^Vz:*)±^'9, fflA7a7r^;l'CDfe£;{;: j #g3: 

Pffl#- F^A¥Lfc1f»i{@A7°n7r^/l^?>m 

fcS, yxhya7r-T;W4^W»), fflA7n7r 
-f ^ i: PI«tc R M P mts~ Ffr £ ^Sfclf fflfc A¥ L , 

h7°n 7 T^MCWZ jACr 0 RMPfflA-KW 
^ yx h 7n 7 r Y/WcfBA£ nxvsffif $gteM5&£ n 
So {@A7°n7T^;Pi:^X h 7n7 rY;Wi|si U:x U 
T^fljfflf SottnTftl-efeSo <fcoT> RMPffl*- 
Kfc«fflA7n7r^;^fiicfc^2S^ffi^aBA$nT 

[0 0 4 3] **7*-*fC«M«<* 

* 7 s - * *«#ft-r § „ *?§w ■e^-rs^-r- * BEfi-y - — 

[0 0 4 4] $-T> ttfij^^x— ^(COV^TfljiWJ-rSo 
[0 0 4 5] ( 1 ) Bg^b^fcBB-TSlfffi 

fes, ±%TO£i-XT^-ro 

[0 0 4 6] (2) ttfiJtCKI-rSfitfB 

•lift 

[0047] c 3 ) §g^n n mmmw 

So i^JSi^Ttc^-To 



• mnrnm 

[oo4 8] (4) m&ntm 

S 0 ^ft^BSWTfc^-To 

[0049] (5) ®AMMmm 

[0050] (6) fijffl^fcwrsit^ 

• mummer® 
- mmmm. 

[0051] (7) mmicmt^mm 

3>fy7, ^ £ 7 s - # *Wm? S Rglc&g t ft S 1f $B 
•if«7a£ 

[0 0 5 2] OfffC, tftfR^^-r-^fC-PVTlfiWr 

[0 0 5 3] ( 1 ) 3 >"r > 7 Sf*cD«ttffifS 
ionyfyy, £ 2 f: ES'J-r S J6®« fg^fe 

[0054] ( 2 ) fi &/+>-- vxvm'&mm 
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• ^-V- F 
•MS 

• wmm%^- v 

[0 0 5 5] 3. Bf^i/X-rA 

i i i ^^f-^yy^iv^m^mumm^m^i 
i i 2 %fflv^TBg^fb-r§c ^nsi^knyfyy, 

Bg*Hb* ^f : -^cDfE^ff^-efe§MPEG-2 TS^itKs 

i i 3 "ewreffrr*o 

[0056] (SBaft^) s-r, Ktti x h y -a©£ 
jMtcov^TdiiwrSc —Hate, itxhu-Ltt, hxe 

infiktf&bQ'Z tiZ> 0 TSP (Transport Stream Packet) 

(Bg^) ttmvzm-etit'r—zmftzmmt-rzo ecm 

(Entitlement Control Message) te\ ZL—^f—itfolc 
H\ 0iJx.tf> SfflfcHB-ri.'If^txX^^y^Vl/cD/iib 

x * 5 >^;n»^©3a«ij>j- y/* y <Dm^% zt*3oz>o 

EMM (Entitlement Management Message) SnA=Si© 

v-t-PT&Zc emm«, s* 

A (Conditional Access) system<b^ Pl^tfB/tFS^ 

tu 9— ex (mat^>^M mm) 

KJgSflT? S i: «flM»SiP8*i#5£©, Bg^fbx- 
[0 0 5 7] (PS^Sfi7?S) 0 4 fc, BSfc^SgBg^© 

/^f ht»l/T, X7-7>7'^SKs-c--Bi^fbir3 0 -M. 
^X^7vy^;l/ilKs%y-^giKwlT'Bg^{bL, «Ks' * 
mS-TSo CC0B#c07-^SlKwlt±^^^ K<D«¥t# 
tttC^^Tl/^HTfeoT, *-9--tTX<D^ffinJ> ^ 



tttc-Sc-es^fHAaKmi-r-Bg-^fbL, «Kwi* *f&£-r 
cn^, sg^{b ? nrc x- * & tf at* , Hg^fb^ 

> hr f -*t4BS£i£&, HKs' tiECM, StKwl* ttEBI*ffl 
t > TgjM-T 5. Bg^fbx- * *§fg L 

«C A^i^-;blF^Cte*ft£ftT^§fflAaKmi;&ffl^ 
T^-TSo $f\ EMMTlEj2i£ftfcg|Kwl' *{@Ag|Kml 
*ffl^T8tfiU ^-^HKwl^A^-r^o ECM* 

S ft fc li#{k>r ^ y h x - * £ X * 7 y TVl^Ks* 
[0 0 5 8] OtfttSGSMBg-^xS) 0 5 ft, 3 y=ry 

vMKk* * $?-$*m^TmM-?%m'£t<D=iy'ry 

3 yf-y^aKk-cBg^-fb-r § 0 3 yf yymMt&=i y 
^yy £tizm&%m*m^z>&tfBimr*3b%o l& 

y itKk* # -r- # lemm U ^ # -r- * **7 - ^SiKw 
2TBg^-fbT^o CcDB#(Dy-^iiKw2fig-+r-ld'X7 9 D 

ft%«Kwl%ffl^S^fcnrffi-e*S 0 fift^, 
T'Bg^bb, «Kw2' ^fig-r§ 0 Cfttb, Bg^b^ftfc 

x- ^ & tfMtt , Bg^{b n y 7- y t Bg^f b * * r - ^ 

tiBSeiMK^rfflV^reiML, atKw2* «EMM*fflV^TgjM 
t«. * ft £ Bg^f bx * £SfS L 7c Sffi4S5* It Sff Ml 
*l*I^tS^?nTt>^|$Kmc^fflt^Tffi^-r^o Sf. E 
MMTe3gSftfc«Kw2' %»Kmc%fflV^T«#L, 7-^ 

itKw2^A^i-^o Bs&mm*m^Tmmznrz 

Bg^fby:^T : -^^7-^iiKw2?:fflt^T«^b, 
/cBg^fbn^x>^^^^x-^tciBA^ftTt^3> 
[0 0 5 9] (Bg^MS^W) ^XtCfetti.Bg^ 

^^x-^^a^sa-eus^tu vgmt^yryvt 

ftTcBg^fbny^yv^Hg^fb^^x-^^, S-T, Bg 

fa + a. U x -r *^ ft rctt-r- ^ fc fStfT 

L, Bg^-fbnVr-yytBg^fb^^x-^^HDDtc^ 
ttfSo ^IKn^x^^y^ilW^ftfc?), 
HDDfr5*»a», Hx-7Vl/^58l%A¥bffi^-r 
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C A * f J zL-MCfaM? 3 C t IC «fc 0 , fti3SffS*T- 
[0 0 6 0] ±ft^XxAfc43tf5Bi^g?JiE£7n 

[0 0 6 1] $f, H 6 ©jSSMfflOBS^b^iafCOVT 

y > y£:fg/£LT^3 7 7'-i';L\ Xh'J-^y-fW 
fit L< tiX h U-A#teT»Kk{c:«t OBt^ftrs ( 1 
2 0) o C<D^ U>7-yymfL\H(D7T4)U$m—<D 

*fcM6lML (12 1), *#7 t -#*Wiv2?m 

mt-f% (i 22) „ $iicmm&mm^*frt>fz>c ^y 

v-yy, *Z=f— 5*&m~7*— V>y hT?&3MPEG-2 T 
SSCXi/P— KL (12 3) , TS/^-yh (TSP) O^-T 

p- Kftttb-ew^k-r* (i 2 4) „ 
[0062] wcm7 (ommMioiim^ffic-D^XTjk 

to tffufcy-^SlKw2%g!KmcT'Hg^fbL, i$Kw2' t L 
TEMM^-fflV , 'TBEff (1 2 5) o IrPBKc, 
wl^flalAgiKmlTHS^bU, «Kwl* £ LTEMMSrffl^T* 
MtCfSSiJSBfl-rS (1 2 6) . ^jMBtRSfc^Ks 

•eBg^b^n/c-f^^h^ffifi-rs (127), *l 

T> gtKs£7-7ltKwlT«fbU ECM&fflV'TEflf 
& ( 1 2 8) o 

[0 0 6 3] ^(C08OSMffllJ¥KH{COV^T^-ro «D 
fcfc:IB£3f3#iS£>fiLJffl*?T3. CASffl*-K (CA 
*5?a— /M) ftcDflAgtKml^ffl^T, Bf^tSftfc 
8Kwl*£*JU gtKwl^A^TS (1 2 9) o fLT, 
Pg^bKs5rHKwlT'«^L, ilKs^-A^TS (1 3 
0) o Bg^ffc'T^hSrStKsT&^U ^>h£A# 

•rs ci3i). ^fc?fp«i«aBg#^©«ia*?f 
zmAmuczm^r, ^mt^nr^2^m.m^ g&w 

2^rA^-T?> (1 32) o fHAiiKmctixV^^h'eRM 
Pffl*-F (CAt-^-M) rtfcfflitSftTVSjl 

&{CHg^t*#7*-**liKw2-e&*f I, (1 3 
3) , ®Kk^A¥-T§ ( 1 3 4) „ ^LT, ^^f-^ 
^HKkT«{bL (13 5) , HDDfcS^1-§ (1 3 
6) o £ft, Bf-if{b=i>"r>7«, ^O^^HDDtcg 

e>nfcii^-7;i/{c^T§ 0 a— y-^tsis 

DD*^M*tHL (13 7), 8-r-7/WcG5»£ftT 

V^cgtKk^ffl^TlIW^ (1 3 8) o *H$!§§^, *J! 



7r-r7Hc*lfrr* (139)„ *lKig^1f£8i:y\ n 

3S§©Kj*J <t Z>*^ £ f*- * few *> S^SA^fe o ft e. , B§ 
§{bn yf^'V^H D D A>5i»liJlT, HKk^rffl^T 

awr* (1 4 0) 0 

[0 0 6 4] CCT', py-r>7cDHf^iI(C*3t)-5± 

aiKkTHt^b^tiTSBM^nso mz^m 

Bg^^ofc^s, HDDfcgit^nsc fftfe-s, 
^mt^yv-y^umkr^mt^nrc^X'^o m 

[0 0 6 5] ^^■7 ? -*«f#JaafCj3tt««fM* 
OTfC^TT,, HI 1 SHlflJT^«MSIBHg^S07 

TBg^b^nSo ^2lc, §fiS*fc§ff£ft3i:Kw2 
SB&#«, HDDtcS«$n?. 0 StKw2T*Bg^b$tlfc 

S nfc ^ * t 2 - £ § »tc * »3 , rii^tc^ L 

[0 0 6 6] 4 . SiSiftl* 

dr) 20, =iyv-yy s ^^-r-^, mmummmx 
iMfMfj^MuxT-^Kfb^n/cx-^^, ^«fb-rs 

BU©m^C-il©7 :; -^tcS-rDEMUX2 0 4 Sffit 

wmrni* (hdd?) 2 0 5 mfegmttKmrn? 
zmmttftomc&mKmmzmM-tz. (bs/cs 
T'JZfrtm) oic*-Kt,L<ti, mwm&mxtt 

•y^l^LftCASI*-K (CAt-A-iH) 2 

§^^<DMa^f7 a igK&gftit8i**&j|«-r a rmps 

A-H2 0 2 (CAtA-zl/2) i:, nyfy^f 

<m RMP20 omttmz-%o 

[0 0 6 7] il 0C, P D R|*9t;:*5tf£$Sftg7n<y ^7 

tiSfi«ia2 1 o{c«fct)SM*nis^sfl*s (ca 

S) 2 1 lcDHg^H^U UT;l/^-TATS*«n 
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If- Y > £ 7 x - X (c «fc D £ ttfctiHB^ lieSffi 

tLXlt, JWayfyyo^y^ *7— FSfc 
a-lf — f>^7x-XtcJ;§A^i:LT«, jffi 
ft&^tf&So fJftt77y^->3y2 1 6li, 

±aa«*«t 9*-i«sjFttiii$g%^fig-rSo 
rmp2 i zfrZMMsnrcmcTtizxBimt&zH 

DD2 1 3l*|CD— gPfDXUTfcSiKSnTV^EPGf— 
7Vk Mf-7;Vf*lT, =L-^-(0«§mc$>-Dfc 

— SSc (fev^i^-St) Lftnyfy7§a-«tt 
ic?fto it ayf-yy tfri&LXWR'&fo (« #tt©«ft 
fijWS^n^r-^yfr&SWPft) ~f& 0 HDD 

2 i 4<D^tyr-yy, tzf—zmt, <%vmT-?v>r 

— i>3>2 1 6frZ>T'?-tX7fnjX3b%o —fis HDD 
2 1 3©EPG-r— >0K ^7"-y r ;l/^ti*»tt7'7°U 
^•-^a>2 1 6^e.T^-trXBrfl6T'*So *©a~ 9* 

^ 6. fitflc ag^f § c £ & BTfilTS « o X-5r 5*x — 
/l/«ai:LT{±, «»1try>jy->3y2 1 6^fc«fc 

To *»rrU^-'>3>2 1 6^Sfg-ffiiM2 1 Ofiftfig 
^ffSU Difeo TiSH^^J i: v ^ tflfg^M LfcO, 3 

TSiiiffl^%ai-rci:tRr^-e*So w#;r:/y<5r— s> 

h>2 1 6^X^>>'x-;l/^ffiCy^ PDRrtfc^fiEf 
5 ^ a ~±<Ommc ct o T X^r S^a -;l/Offl&7} tf^ffc 

-rs 0 ?-3.-i-<D®micttfoLTmmcHDD 
ic wimtm 3>f>7 ©fflift # &{t -r 5 ^ 5 x& <o , 

ft5aH2 1 0mH^i»*»T7°Uy-i>3>2 1 6fr£i8 
ltjS#fflTV»5**f*-- ^RMP 2 1 ; f 



%RMP2 1 2tC§x*iA^ ^Zt—Z *m&mt L fc 
^fC, 3>fy7};^^f-^%HDD2 1 4fCg*rt 

fc, &4&{z:j**'r-**RMP 2 1 5 

t\ mmmmmmRtfm&&mmzft5 * *<o&. ay 

f>7^RMP 2 1 5 JC0fc#i&A,T?, RMP2 15£«£ 

*)'&m,rc'mc^>'ryy<Dn±£%:2><, 

[0068] 5. RMP 

(RMPlCfcttSBt^UtaS) 01 HC, RMPFtycfctf 

5Bg^a©«fig0*^-r o *^T f -^gBfg-9— trx 
m^^nrc^ hdd 2 s i csisnso 3— <f-^ 

>7v2 5 2f«fSnft^ fn-^ciOBiJn 

yyiz&fm3*M-Drc&. hdd 2 5 1 tfi?n§„ 

fit, ^ 
WS»Bf^f ; 'X^7>'77 2 5 2T«^*tlfc«, f3 

[0 0 6 9] (RMPO«ft) RMPrt©#HM6&JjrF 
tC^-To RMP3>hD-7- SfBSlJW, M«3i"JfflI, 

mmmm. mmmm* Plug in rru-sr-^a vetEU 

^^x-^ftiWs 7°n7r^;l/!|iiJfP, IC*-K3jiJ 
[0070] Hi 2 tc, RMP rt©«fl&HlJSEIfcj*'t. 

a, rmp fti%T°fti£t>nz<imM*®mmM-i- zmm 

n-^'\ T^Vr-'yay, MW? £, R 
M P rtSP<D*«ffiOf6iJffllga (n>hu-;I/) sf-pfe 
So S^SiJWtti, W#L/cPSI/SI^^5f : '-X=k'?-9- 

-ex<Dmwm*mm u rmp rtas-eots^Maoa 
psi/si j: <c> * ^ 7- z tciiieir 5 s 0 

[0 0 7 l] *«WWi:{4, RMPrta5i?K4-r«3> 

- ^ , 7°n 7 r -Y ;VO« I Bfc <t 0 MUt %fflmx& S . 
3£^aiit4, £#:7°P7 7^;KDtfr$fiJ;'3. 3>f>7 
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3o nb°-*ijwi:«, ffl&mmm<D3.-if-v?^xh 

[0 0 7 2] II«JfPi;i£, tf-oSUes^fcWL 

**-r-* ©=mm mm mm & t> r m p rt-eon > 
yym^t. ^yf-ywtmmmmmt, warn 

[0 0 7 3] Bg^-fbUftgi:^ §M«*F*3gBT*©*#-r 

-*<Di%mhttmm-?%wmT*&Zo summit. *z 

[0 0 7 4] fflAKSE«flli:M\ 3— 9*-, RMPffl* 

ft»&l«\ gf§a$*fc:iC*— K*»AU /*X«7— K* 
A^fS^fcfctK 3— tf-fc RMPffl*- FOlSfl 
fc, SfS^fcRMPffl^F^flPATSWciO, R 
MPffl*-Ki:«A7°D77'^;l/C0ESiiEi:, fHA7°n7 
r^;I/^U7- Kfci 03— if— o^SU^i?35§o 

B#^is^-r§^SA^<^D> BB#ias©3— *f— r> 

^-^x-X^fflScLft^HfeRji^ftD, 3-+f-(C 
<fc 3 aSGKO«pSiJ«$ B^S^tc J: 5 . *3WWI*OB#fS 

f* B§mt £ nssffl $ n § c 1 1, & s . 

[0 0 7 5] «i»JfPi:a, fflA7°n 7 r^;Wcfg 
^ 3— *f-**6Ftt1IHi*ffiasST?fe*o nfiB«&KSE 



s^^wsu-rs^-efeSo ±ft«JBa\ ^-r-^rt 

[0076] mimmtiis wmmmM. m&mmw 

wtft%5mmv&Zo ±ft«ffi«, r m p t-tfAf 
©iHi8i««&fT v\ ®m<Dmffi j Pwm*mmicfi 3 mm 

it. mmmwfHcom^ titer 1 - ^<Dm.mtRMP^m 

mm. ')A-;^;Mf^7ii^{c> HDDrti 

L < tt ^ ^ 7 s — * * R M P tefflE#i&€r*T2& 5 o 
[0 0 7 7] Plug In T7Vtr— ~>a y?MMmmt.l,t, 
P D R (CPlug In^nfc77 P U ^r— >a >tfflE*ft 
l/\ ^465tlfcryj'7-— ^ay©»RMPt7m 

nifiifc-rsaifii-efes. ±*iitt piu g in 7/^ 
©&Mii^ff ft 3 i^fc^ j;ft 3^-* cottm, stfs 

timitfi ft 5 ISHc&g i: ft 5 1f ffi* ^ ^ t 2 '- ^ ^ 5, am 

[0 0 7 8] y'uy y^MWMtl,i, ±f*7°P7 7^ 
;K iA^o7r^;i'*eitRMPrtoft!ffl*fTft 
5R!te < esStft«T r -^©7*n7 7'-i';l/^6©ttm, * 
fig?tXfe1W$g07°n7r-f';l"\<Dt&»i (EMM2, RMPffl 

t±> §^itcfca§C A Sffl#-K, RMPffl*- Ft 
M?%TZ*rX*MW-?Z>WmvlbZ> a ±ft«fi6(i, EM 
MK ECM1©W«%C ASffl*— KfCtSittJg^i:, CAS 
ffl*- F^5»X^^>7;HiKscDfflm^i;^ RMPffl 

7j- K£D{sA'[t$Bct ofliAsiaEts^feSo mmmtit, 
rm p rtfii5-e©a^ aea3&*jwrs«fi6?feSo 

6. Sffffi* (PDR) T'^ffl^n51flfi 
[0 0 7 9] *^-^LT^3fe^-*gE{i-9--ti' 
Xlt fiAfflnl^C A ; e->"a-^2^ffl^T, IA*fi 

©ffinsie*?/, a»^«ia^offlA©«^:fc, ca^- 

;V2 5r«|^LTKI0SK«*l?<D3>"r>^SIA, U£<D 
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3 0 z^x&m^fticmm&mznz^mmisz. 

[0 0 8 0] RMPCD^ScDSgBCi&g&lffgy:, 
F\ RMPffl*-K, ^-r-y;l/^T-fe?. 0 WTCtl 

es-wffifcovrafjwrso ±iai^ntcfcx pd 
jfA-rstcmc, RMPffl*- FA^^s^ifffi^A^ 

U fflA7'n7 7^;l'i&§it5. LfrU fflA7°n;7 

ffi^rA^-r?. c i: fcBJf£-£&£, 0 P D R HS'tf $E(t£f* 
7n77^/K ir-7;K CASffl*-F, fciR-r- 

[0 0 8 1] (CASffl*-F (CAA-F1) ) 13 

fcj^To f&fr*., 03 5(A)tC, *^W©tSfJ«e-> 
X-rAfCfe^Tff^T?MftnUrcWffi%^L, 0 3 5(B) 
tC s l^jfe (2 0 0 0^1 2^^P.-*t-trX'l'>£DBS7 :;, v ;; 

BSif&aoc a sfflic#- f £mvtim*&w?%rcit>, 

[0 0 8 2] (RMPffl*-K (CAA-K2) ) 03 

*7niro ctut *5tw<Dm mum ->xf a ksh- l 

v«^:-efeSRlJRft©»* RM PfflA- KM&*frr5lt 

F*Sff4S*fcJ?Af 3 fc> ±f*7°n7r-f ;Mc|B«L 
T & 3 , 7"§S& *s it 2> ?>l- fm. fc i § Hffi » 
>^ >7©W SSiKrtt *fit3F©&g« *gtf RMPfflA 
-FfcfBA^nSo Sfi«*rt^n--^'-fflA 

©JStfHc ?%>rztb, RMPffl*-Frt (o&m&ffim* R 

MPrt(cK*5i*x IA7"n7 7^;HcIPf1t5 0 Lfr 
U {@A7°D7r^;McMS-it-f^ iiRMPffl*- 
F lc T V -fe x b Tit $ K£ A¥"T § * & BJfigT*£ § o 

[0083] 3>xy^oraafflfiB^i5 

[0 0 8 4] (^#7n77^;W 03 7fc, £{fc:/a 



7©fim «K^^©X^^3L-;l/fcBB-rsif?fi 
*3<ta - ^{IAOWfg^«46rc^7l/-7°tfffiTS3 P D R 

[0 0 8 5] (If-7;l/-Mr-7/W 03 8fc, 
If- 7>l'£&mT--7>l>cDfa&lz:-D\,^T<Dmwm*tn 

to m.7—7Mz, 03 8(A)(D£vic, &mt%MfHffl 

Kw2. Kk, Ucm<Dmmtfft&?%o {SL8lKmcM:g{i4&i 

46®, g#©#*te*flLT^<&. <teRx-^;Hi, 0 3 
8(B)cDJ;3tc, ^SfLatcfev-rny-r^^, ^^-r— 

[0 0 8 6] (RMP©«8t!fc1»$g<DM^) 03 

rmp (D&mmzzvmcm^ztizm $bx u rog8# 

fSA7°p-7r-f , ;l/&^CAA-F2(RMPfflA-F)*^ 
[0 0 8 7] 7. SfgSA (PDR) T7Vtr—i/a> 

(Mi7'7'^->3» ii77"U^->a^ * 

■oi>-z<Dffim&, tftmf— y;l/*ij;t>^^T f -^^5>A 

>^) «RMPtc«£fU RMP^SHSBftZ^-bX 
L, 7 f -^*RMPrtfcM*3itTo ^*t*«, HDD 

[0 0 8 8] (**5aa¥NH) 01 3^ g^4S*{C*5 
ItS, P>f->^SfI^5.?i«STcDa*^a7'n-f- 

•T-h^^-To mmm\mz, sfiMa csi3oi) , ps^ 
smw^oM^jaa (S1303) , ^wjna (S1305) , «t 
sgfiia (si 307) , mmmmwm (S1309) . s^saa 

(S1311) , ^$f-^jffl (S1313) , 3>fy7l§ 

mm. (S1315) ©KB^fTt)ns 0 txT^Matto^r, 
[oo8 9] (si3oi,sftsaa) 01 4tc sMMao 
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B%mmcomi%*tto mmz titer- $ ong^s t 
case 1 : H^ae*s+«ms«w«#sa 

CASE 2 : 

case 3 : Mttmum^mm. 

CASE 4 : Bg^fb& L 
[0 0 9 0] SfiiK^n^-f-W^SfibfelR, HD 

ryy «<i«^t« nr v ^ 5 miT-stf § %ftti {gum 

[0 0 91] (S1303jI^SffBf^cOlI^iI) 0 1 5 

CASEi : nyf/x ^^'-^jawoPI/ESfiBl^ffi 

CASE 3 : &!H%L 

fHBg^«^ 

[0 0 9 2] (S1305, WmmW) m l 6&tf0 1 7 
fc, S«Sail05QSl^Jl[|^^-ro £<DXt- v7T*lt, fa 

• ^^X-^^3 0 0 
H2A3 0 1 

• **f f -#fr£>8tKkA¥3 0 2 

• ^^x-^Bg^§ft;3 0 3 

[0 0 9 3] (S1307,«Hg*aa) HI 8, 01 9tC, ^ 

^a©$aa^)iii£^-f 0 t^Ma&, £tt<e>L<»u 

y-?3b%1k%(TyVfr— >*^Tl/->3 10, HDD* 1 
& R M P p^Ox— £©M#i£Wi R M P ©*i«JW 
ff r> 3 1 lo 3— *f— U ?XXMC«fc»?HDDrtCDri> 

[0094] (si309 Ammmmm) 020 izmm§m> 



mcomcxti • aisufcWfg^stc mmmm®m*ft 

320, 7*-fex«, Mfeft«#jiiu *w- »f 
-^n^-r^-y^Rrftgjb^WWf-r-S 32 K 3 2 2 0 
[0 0 9 5] (S1311,»##Lif) HI 2 He, W^MilO 

#7u7T'(M£te1ltl-£tl& 3 3 1o 
[0 0 9 6] (Sms.^^-^a) 02 2fC, 

a, WMa^, ^tcw^i-toa^Afc^ 
z<o*$7 ! -zziiaT.mw?z>o ttim^mz&rFic 

• ^^7 i -*K«lKlg#«Ht«*EA3 4 0 

• mmmmn^ urn* r m p *— Kfctsia 3 4 1 

• ^Sffentt; RMP*- Krt*«ta2TfBB^fl: 3 4 

2 

[0 0 9 7] (S1315,3>-ry^ia^toII) 02 3, 0 

2 4 (c, 3 >r yvm^t&m<D»sm^m%7K-?a cct 

Kk«filA7°n7r-r;l/tctSlfl?nTv^o ttKk%A¥ 

• R M P m ii- Yffim.fr £> tkf&2 titcB A7°n y r -f ;!/ 

©iKk-eHDDrtO^^f-^^3 5 0 

• 3— 9»— iUJRS<DW»f3 5 1 

• f@A7 P a-7r-T;l/<DKkl?HDDrt(Dn>7 L > > y«^'3 
5 2 

[0 0 9 8] w^f-^^/cnyf^^teit 
fvWc&tf^MI) 04 3fc, /^x-^JTIVfcriv 

^>^3ifSaM^(c43it5Ma¥MaosiW0^^-ro * 
04 4fc nyx^^aeas^fcfettsaia^ie 

-rtJ46fCKs, Kwlt C A*i>'i— )V 1 tC*i9S^nTV-5K 
ml^fflV^TBSfEjMSSXi/^V^Vb^^L (5 0 0) , 

ag^ft3yf>74 0 l, Bt^b^^-r— ^ 4 5 i£A 
C^ll-a-, Bf^-fb^^x-^ 4 5 UCfi, rJ> 
x^^gtKk^StlSo ^fC, ^i6§f=S* (PDR) 3 
fceaSSnBg^/«^t^^i-;l/F«30RAM4 5 2 tctglfl 
?nTl/^7— ^8Kw2^fflV>T^ ^x— ^ 4 5 1 £11 
(5 0 3,4 5 3) , ^(CgB^nTV^ 

L^f— 7Vb4 1 OfCiiiPT^ (5 0 4) „ COtftfS 
f— 7VI/4 1 OliHDD 4rt03>f>7 4 0 6 
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5= *z?-*fr%mimmmv^rL%'mn%:$i&L 
mm?— 7>ucmiZLrcm, ^mmt^*-^ 
T-^fe l < immzurcmuzmt 453^11 (5 
0 6) , kw2t— mm^'£tirc*5i'T-z%u-u-m% j ti 
ft453L (507) , wcmmtztirctZT-'-z 4 
0 5^ts (453) o mum^/mmt^* 

-;l/rtORAM4 5 2(CfSlrt^n§o COStKttt, 

-24 5 1 5HDD 4^«M(C«#LBBg^b4 5 3 ? 

9%mt=t>r->y 4 o 6 i:®Kt-eBg^fb^nfcBt^{b^ 

27*— £ 4 0 5%-t-y ht'HD D 4 lcWW.?2> (5 0 
8) o &4s, ^£-r-^4 1 4ftf;:S&3^<bLTfccfc 

[0 0 9 9] (UA-^7 , ;i/^fV7'\on>fy'yl 
IX) 04 5fc, iJA-/^;Wf-<7'\03>fyyi 
^Saii^|II<D7P-^-^- h^-fo J-XTfC, HDD 4 

tc^^tifcnyf-y^y 4 o 6£u a— /^vi/^^vr 
5fc*«frs$T?o«ia^iiH%aMwr5o en 3^#m 

LT> U A - /\ "7 ;l/ * 7 ^<D n y 7- > V mWUM ic 

[0 10 0] a— *f— 7— YW f *\±ltZ>Z-tK 
tftlS'T— ZT)\,4 1 OcDfflB^StCHDD 4|*]£>^ 
3Sf$ttS!4 1 2tfftt>tlZ (5 2 0) □ ^©^SRIgfRd; 

o> =L~-*f—bmm=i>7->v 4 o 9%miKT% (52 
0) o f lt, mMsnrc=i>^>y 4 0 9icn-r^^ 

£x'-£ 4 0 S^Sflffi* (PDR) 3 fi07-^l'J 7 
ffll^TB^M (5 2 2) o fLT, O.— tf- 

^ is*? l n > r- > ^ 4 o 8 (Dmw&ftitwmk'&m 
fc«$H*iiseu wmzvuz 4 1 s-r^ (5 2 3) 0 ^ 

mmmtz. 0 m&ium 4 1 6 am t>n% (524) . m 

«W*f&«"rS (5 2 5) . *<D&. *Z : T-$4 1 4 
2{C»8|-rS (5 2 6) „ fLT> g 
MiSil* (PDR) 3rtT^«.b<«fflSc$4±fcfflKt'?rii 
Kt' 4 1 8 (5 2 7) 0 COitKt' nyfW 

4 0 9 OtgflH¥M#f*> ^^f-^2^'JA-/W 
xV T 5 „ H D D 4 ^KS«fl[fcBt#ftr Sffi^S^iS 
* (PDR) 3rtT« i E»L<{ifflit^-&SilT'^So ^ 
5f-r— ;? 2*«Kt' TBf^fbL (5 2 8) , UA— /V/ 
;Mf^7 5t,cmmt^ (5 2 9) o #fC> **7*— * 

CA^a-;l/2 lOUciat (5 3 1) , CA€ 

2 i o i \cmm^nx^^mxmM2 424 

%fflV^TB8^<b4 2 2t« (5 3 0) „ JKOfflSfC j3^« 
Km2 4 2 4 (PDR) 3ftfcA^/U ®Kt' & L 



ASlKm2 4 2 4Jtm^T^mtLtc (4 2 2, 5 3 0) 
CA^i- ;l/2 lOKCfltS (53 1) f 

-< 5> nfce^T^Kt' «, l< tiSBct* fciH-rsfliai 
fgiMu z<D£%utf?%m-s&3b%« **v*-*4 1 

4 3 «m#£T^7 b ft <b , Hg^f b 3yf>7 4 

0 9* l Ji-/^Mf-<75tCiat« (5 3 2) . 

$B«, aKk'T-Bf^b^tl^Kk^^ty^^f : -^2 4 

2 1, SiKk-CBg^-{b$nfc3>7 : ->'7 4 2 7 it%3 0 
[oioi] (3>f>ySi|) 04 6t, ayf^v 

«swag#)B©7n-^*-h*jR-r 0 047 

VTOS4K0*^-r o fcCRC, 04 3%#B8LT, HD 
D 4tC*^$n^r3>'T-> /> y4 0 8%tiK-r§*T'CDM 
W£m&Wfflt% 0 HDD 4 tC«, g|Kk^^C?Bg^tC^ 
^x-^^Bg^bn^^^^lBtS^nTV^o a— »f 

4 1 0 ©f»$g£Sfc: H D D 4 |*|cr>|$ifs$Q ! S 4 1 2 tffffc 
tl§ (5 2 0) o J E-©*ftiS«S*<tD, 

>f>7 4 0 9%3HR-rS (5 4 0) „ ?LT> 

nftn>f>7 4 o gtcstrs;**^— ^ 4 0 8^rSfI 

(PDR) 3rtcD«7-^7XU7'(Cnt?— -T^o 
[0102] ^^-r— ^tcovTti, ^coJ:3^Ma$ 

n§ 0 n^-^tifc^^-r'-^ 4 0 8%Mu%m^xm 

^413t5 (5 2 2). ?LTh 3.-9*-*^ 3SS?L 
/c3yf>'y4 0 9 OlgW^^fiSIBa, ffiK*^ 4 
15fS (54 1). 3— 9*— <DffiK^iOi&^*Stt 

1 6^frtona (524) „ le^MiffjcDis* 

«tt), ^^T : '-^cO»ft$fi%ftfi5c4 1 7?% (5 2 
5) o ^<Oft> tf'r—ZA 1 4^-^^f : -^ K 2^c 
ftmtZ (5 2 6) „ ?LT, «ff«* (PDR) 3 \HX* 

£.i&t>L<imM-£-&rcmt'*mt' t?z (52 

7) o dcD^Kt'Ji, nyf>7 4 0 9<DffiM^ffi% 
'&s 4 1 4%'JA-M7;^f-i , 7 5, HD 

d 4^tcg«-r§mr^Bf^-{b-r5fi^sf=«* (pdr) 
-^4 1 tmicm&zmtLT&z^) . ^tc ^*-r 

— ^ 2^r«Kt' TBg^{b4 19L(528),HDD(C 
^•TS (5 4 2) o ^(C, Wa'Jf^^f.tlt^ 
SeaH*ffll/^TfflAiiKin2 4 2 4 £g{§SSi* (PDR) 

3 mcxti u »Kt' l < imw imtzm mz-sts 

^Zr—Zl ^f@A^Km2 4 2 4 ^ffll>TBf^jt 4 2 2 
LTc (5 3 0) ft, 1 0 1 Kfttt 

5 (5 3 1) „ ilOftiafctJVT, ^^-r— *l{c«K 
t'tK «»Kt' tcwrsflMi^EAf *o 

1 fc-fe^'Jx-i'tf^ftTV^ejM&^ffl^TC A^e 



(16) 



&ffl 2002-176419 



*Ja.— )12 lOlldlL (5 3 1) , CAt'» 
)12 10 1 IcWMZtlT^&MAMUmZ 4 2 4 
TBg^b4 2 2-T§ (5 3 0) . &fz C tl&Lft<DJsm t 

IlKt' fcBII-rsiW«*$tfp{^-r-^ l*CAt^a- 
;l/2 1 0 1 tceSMU Zcr>$.$:UtfTZ>m'e>&3bZ>c - 

>^»Kk3 3 O^rffll/^THi^fbny^^^ 4 0 9 ^IS^- 
4 2 6 L (5 4 3) , ^MRTtl* 3 >T ^7*A¥t 

[0 10 3] OlftC, 0 4 8 fC, 'JA-;^^T-f7 

U — AA77l<* =r4 T 5 £> co^lltMJKcoi/^T fed® 

hdd 4 e> > y saiii: rafli^^a^fir^: 

t>tl§o ft/HU llTIJ, CA*->*i-;1/2 101 

oii^n/c^^f-^ 2 i:©-g(ss^t;ii^#ss 
s. WHUfc**-?*-* i Wa'jf-/^6nT^ 

Se^K*fflVTfflA8tKii2 4 2 4 £§{1^* 3 l*KC 

lrtoiiKt' ^ffl^r, nmt* z?-* 2 «HK^b^n 

[0 10 4] 8. ffi9(^jft*fcC&ofc3M«fc«*UC 

[0105] mmmmg) sK^^tf^fca 

fc, 04OtC, ±-C 5 ^fcP t 3«HDD*^(Cfe^? 1 a* 

[0106] ®mmm&=i>7-yv<D®mic&%&mit% 

02 5 k % mw^yiryvoy&m&o-emmmmmvm 
&<Dmmm*7n-to cum ^^^3>^>^^ s 

RMPffl*-KStf , ;A-/'!7;Mf-f7%ffl^Tffll 
0(A)©«fc3fc:, £M3gtt&% ^^f-^Sai, iJA 

- / s ^ x -f r k«r t? 3 > x > y a# t> n § 0 

[0107] ®ay^yy<D^Wi^t)rji^m^n 

mm 

02 6JC, |?83 >f >>y OitS: LT^»f fi«0^ 



P 1 ^rfflt/^Tn^-ryyOtlK^^fTV^, nyf/) 1 
8*5SB*frt>fc R MPffl*- F i: 

rmp 2fl<D3>f yv%um-fz>m&%^-?o 
-tfxfi^w^cDSfiffi^RMP 2\H\cmm^yy-yy 
t m— <o=i yr- yy t>wmt£nT^z>m<Dfrm$hT*2b 
s 0 i4o(B)oi^c j**^— #saa, uyy-yv 

[0 10 8] ®lf!3#*!$i 

t, ^ t£X*^?L€>ft3<, 02 8 

^7Mg*«If«:ovTiM^So #:7F£«\ l»A#*<ffi 

fcfg-To I C*-KBl*WtIA»titPiTttl.tO 
T'&'K i&AlcmM?2>m±T*%&\,\ £-?T, UA- 

aiis-r s t*j* 0 vro x -r a 5 # & 5 „ 
[0109] @4 lie, mnm^m^y vm&<o, vm. 

rmmmmn-o tc r m p m *- F^mw^f t **^ 0 
[0110] o^c, ^7h§g*?i©awa-asm^Sfi: 

Ot^T^^o 02 9(C, Ui-^7;Wf^7[C^ 

*nswiio«sia*^-r. ^mt^y^-yyommt 

^^^-^(clBAStlSc *7h*-lf7tt, UA-/^ 
r- > ^ i: * 2 7 s — 2 ( i IrJ C U A— ^ y ;b ^ 7* w 7* fc ^S^ft 

©ga • jMfS^^lA^STSSo *CT\ WT, 
[0 1 1 1] 03Otc, UA-^^;b^7 ; V7'tc^tt$ 
S, 4r7F-9— tfX©^©> Bg^fb^^x-^tOlt^ 

rotfj{c«iW$ns, FH73^^* 

[0112] (1) *yhm mmtm 
04 2K, ¥yYM mmm <o^m<omnm^t a 



(17) 



ftffl 2002-176419 



^>o 

• £T©£M4W*te&ii**-*B*r«*©-e, ^7 h 
it^^f-^ <D«## n]fl6 

• ^-A7;Wf-f7(c^7 h«1t$g*8eA'r* 

• £T09£tt3fcW3llHra^LT^«0-?, UA- 

-rV rfcaiID^©«*K!»nJtlS:8t1ff ffi^fSA 
L Tl^ntfS ttSX 0 h Stl? * * -r- £ 

Rme 

• U I*—*ir?fl/* ; ?4Tte#7 K«fiN8*i5AfS 

• £T©§f84SI*#|B) D«*«l*LT^*0't», U A— 

< tt-tf-exynM^fct, L < «IDIf?:IBALTV>n 
[0 113] (2) ^7h« TaS 

•J XAfcS-^fTja^^-rSo Si£$7;hri V XAfi 

<Tt, jB*fiRr;l/=f ij XA©*jJBffi;HroM-f 
tiff, S^DiliJ-eH^^nJffi-e^So 

XAT'&D, U A-z^MxV 7?tt*7 hltlfffg 

[0114] o) iiia^ii; 
3£ffl¥©&ffi8*»S/3 a ft *<> & 
[0115] (4) nmmtt 



ftZo ^:x*fr£BE^£ft.5-tr>y>'a>«f±, ^ft^ft 

n^nosfi^cD^p^a^ffl^rc^Ma^-eHt^b 
atLTfflv\ Bt-^fb^^x-^oaoBt^fWf ^ 0 s 

ttm t> ffljti-b -y -> a ylTlftSo c o^^SIf $H 
-fe;y#i;CD£3I8i*-2, 

Hi, -tr <y 3/ a >SI£i^gi7uST-Hg^{b-f 5«MS 

*Hbf § ^FKigSS* t> (DZtto 
[0 1 16] (^>-7^-9— ti'X) S*W(C, RM 

v->Vffim$s£Xfm&1ttMi.£ ext#^.6ti 

• ^f*7n 77^ ;KD$Ol/- T'tS^ffiWJ 
A 

• ^cD^«f@A7P7T-t';htClHA5tlTt/^?lli^ 

5^f«, ff/c^vx^-^^T 2 '-^ (f*7 ^p 
e-tc^I^^MIB^IBA 

[0 117] o^tc, ^';l/-7°^?rfTofcn>'7 : ->7 

51. ^96^A<D I C*-HA^P DRtcJfA 

52. «M#AJC«fc5, tiKISn 
S3.7X?-^^f-? (f'7i;lh) contf-i:^ 
7n 7 r ;l/Jcffi«l|g#?iW $8fE A 

s 4 . mmmic&-3%m&t!&m 

S5. I CA-FAJC^^fr-^tD-SP^t&iW 
S6.liK#BOI C27— FBfcPDRfcJfA 
S7.4#7n77^M^ 7M* S ^^ L fc 
7°«$g, «J«^#?l1«ffiSSOiesa*«$fi*lC*- F 1 icm 
M 

S8.ICA- F 1 *^li^»W^©^^fflfS^A¥ 

S 9 . B J; 3 , n >x > 7 <OS98S 

JR 

Sll.lfitt 



(18) 



2002-176419 



[0 118] ofic^lz-^^lToftnyf^y?: 
■J A-MTVl^-f ^ TlcWmL, 9';l-7mtf?Jl-7 

mmr&m&*jfrro v a-^tvmtV rmm<om.<o 
mm^m<Dms.mt. wmmffiogMwe&Zo mm 

^r*5C^-pfc*AO*OM560*mi#fc*:V\ Site, 

• V A— /^MfV Trttc»tifg(DfBA^S 

. U A-/ ^ f* -r T mc WmW* 9 to- 7°M^S3 

• u A-M^wf^yfiicvx^-^^r-^ (f? 

[0 1 19] C^*BS«EfC*5tt5ffi«|gjj!?j) SffiS*^ 

litiifeSffiAfc i § n >^>^yiSA^$)Sc KIOS 
K«g*%«ajf;:aJiWr5o Kl0SK4ffi5fc«, <HAfflOIC*-H 
(RMP*-F (CA*-F2) ) *WA?%<l£t,c£ 
K>, W^oa- If— *M£iHnJfi&T&3o KIOSKffiArt 
fcfi, ^--^-^iiABIftl^Bt^kn y f y >y i; , Bf^ 
f t n y t- y >y <9i£ a* he A £ ft r i ^ * £ -f '- £ tft&ffi * 

[0120] B27(c &&mmc&i,f%im§m(Dm 

• w>muL m±mm^m^r, KiosK^Atcnyf 

yy, ^#7*— ^tf^a&Kffi^ft*. 

• 3.— »f*ii, ICA-K^KIOSKflg^fCfflA-r* (SI 4 0 
1) . 

• Ki0SKffi,i*co^^^-±^Mi3 yf yyfctfciK-rs 

(SI 4 0 3) „ 

• SlRbfcnV^^yoSlBIWSfT o (SI 4 0 
5) 0 

-#Afts (si 407) iiftp^-e»Anrtg 0 m 

•KlOSKiS*«, ttLtllI«*ffl^TWA«E^£*y* 
fc § K I OSKS A f± 3 yf y y <DM AJJWfc t , -fe y * 



J;*), IC*- K i: ^ f -< 7lft^ffl^T 3 yf > 
^^IDTf i> (S 1 4 0 9) o 
[0121] 9. %££> 

• mm* ^±mwm<ommmm^ b < a v u—nrrtb* 
Eft bs g?Sirtt?-r^^;i'OSS*»i/3tr-/s**ff 

^O, f*-$r©^IEa»frl&a., S£> &WspJffl*S 

A § n t£ x 7°n / w $r, gfNf mw# t> b 

RMP (Rights Management & Protection) t U SffiS 

=i >f >^MIi*fiJ(Dffi»(Dfci6<DfflA^!Et , *f^*S 

[0 12 2] • 3yfy7i^?f-^o^SSi: b 
T, fEjMSSWBg^ft bTffl^Sll&SfSTji^, ^yf 

> i: * $ f - ^ (DMitmumis <£ cf*fij«a<D a w t 

*Ht7c*$^«bS^B$tc|S^SBg^^^b, -9"- 

f - ^<DBg^b«> ex -fu > u #<Dmmmffi* rc 

[0 12 3] • BUlB<D*f^«l«aBg^7aSfC*Jtt-Sny 

f y ^y t ^ *t*-* <Dm^(omimmm-t y ^ r-sa-r 

^fflij T-#ft«fSfiHt^ T- 3 y f y y HKk^ffl i/>TBf^ft 
b, SfBi«T*lRlbBg^^t|i|bliT«8l-r5iit 0 

• maao»fiF*«ilB&#^^fc:fev^T, nyf-y^yoBf 
^ftostt?* § n y f y >y mmt \z$sm * ft 

JBfB»jWRt>ofc&, 3 yfy ^SKk^fflAfflnljtC A 
[0 12 4] • m^MttWiUm^ttlClS^T, * 



(19) 



ftffl 2002-176419 



$T/tfc, =iy9-y^mn^n^mt^ft^ct 0 

Ammmmnx. u 7©^^^^^^^ u fix 
[0125] • *&mmffl&wicwmz-& lt 

n— tf-fc J; § nf jfflffSIA* -^MlliHffilf ffiOffifffiig 

<Dmm.mm.m*ffimu£ Lrcwuzzz^mmm^ m 

Ksjsts^os®, flssiss-poa y t- yymmmc 

• mAnmwc A*ris3.-Mc%mmmmm. 3>-r> 

n y-r >y k |f0— 3 yf >y WoSfiS*K mm £ ft 
[0 12 6] • ^^fcttLTiSSS^J^ny^yy 

mm&=i yy-yvh. mmmtmrnmrnmrnm^m l 

• tlK^Wi^iS#*f3i^f@AWiiTa^< 

[0 12 7] 

wo«if!l««*ffv\ Wfc*fyitfflt§tflfciHi£ft-tv 



■c-ws-r § k t- n y t- y *y (ommum^j vcttfx* 

ii^^f'-^cDBg^fb^ai^AfflBltfiC A^e^a.-;!/ 
fcf&fflf- § ttPDR m yr y y 

« f^ic & tgfij^a*^ pjfti k ft « „ 
mtsoffim&mmi 

[0 2] Ur;l/^-i'AMtti:-9--^-^180Jt«o 
[03] SMfaWc&^T^ftSftfcnyT-y^ 

[0 4] vsfcm&mmcD^itT-zRxfmvimjs 

[0 5] nyf-y^^Kk^^^-r-^^ffl^Te^'r^ 

[06] jififiijoBg^ft^iii^-r^n-^^-h, 
[07] mm\<DMmmtt7u-?-^-Y 0 
[08] smwmii^^-ryn-^^-h, 

[0 9] SM«B*©S*«fiRHo 
[010] PDRrtfC*5W-S«fl&:/ny*B|o 
[0 11] RMPrt{C*3^SBi^5JiacD^0 o 
[0 12] RMPrt<D*$ftg#§/iSc0o 

[0 1 3] gffiiffi^cfettS, 3>fy7gf*^Si 

[014] S@«l31©«ia¥IRfc, EM^fC«J^SH|# 

[015] GasKH&^o*#ffla#is*^-r0o 
[0i6] »ffi©ii¥W(i/2)^^-r0c 
[017] mmmmmm (2/2) £^i-0 o 

[018] fflR&m^m (1/2) «r^-T0c 
[0 19] tftfRfflH^IB (2/2) ^-T0 O 

[020] tMi^5aii¥iii^-r0o 
[021] a&ao.g^KHfcjSTBio 

[02 2] ^^'-^ilW&TKf 0 O 

[0 2 3] 3yfyy«W0 (1/2) *^tht?* 

[02 4] nvfyyS^I (2/2) ^fgT-S 

[025] mm^y^y-yD^mh^-^mmmm^m 
[026] ^ny^yyo^iiftLT-lg^liKo* 
[0 2 7] ^*««fcfett3«ttli«?i©fiia7n- 0 

[02 8] il^-9--tr7.k^7h+)--IfX<Dffl^^ 
■T0o 

[0 2 9] V I±—'*;-7A'*'r*7lc1&M-£ft.2>mm<DM 

S0o 

[0 3 0] 'JA-My;WfV7l«SnSilfi 0 
[03 1] «il73ffii:BW, «lfliOSiW0o 

[032] *mn\mt%®^?-zMn*y-¥x<D± 



(20) 



<ftffl 2 0 0 2 - 1 7 6 4 1 9 



[03 3] §«**tf«#14£W^3fc&©£«fii 
$H<£>ItfH)f0 o 

[03 4] CASfflA-F, RMPffl*-KcD#®cD8K 



[03 5] PDR{C«^FH)£$-e-«^S^fe5flf$fiOSi 
$!0o 

[03 6] PDR<fc»)pr!»$-a:S(:i:^prflB*W$B©ltt 

mm*, 

[03 7] Mrn77^;l/©±%i|S, rtgoaHHB 

0o 

[03 8] SIT— TVl/fctfcfST— ^;1/©F«3SICOV>TO 
[03 9] RMP©&«^fc*©IBteffl^&ft3lt$fix 

[040] mmHDDwmic&ifz>m*mmm$t(Dm 

[04 1] iuttirasBt^ msrj©, wm£k<DW&& 

[042] ^7 h» mmm> nmm<omm B 
[043] ^$7*— $*m^rc^y7-yvmBMfitt 

[044] ^y^yvm&mtticisvzmm^mcDy 

D— ^-v— K 

[04 5] V L.—/<7)l*7 t ^T'\(Da>7->vmMW± 
[04 6] =>y v- mMMm^M<Dy a b a 

[047] **7-z*M^rcmmw®mv>7 £ -z<Dffi 

[|3 4 8] UA-^^l/^X^TtC^tgffiffi©^-^ 

i o o • • • sna^ i o i • • • i^st^fx * 

102 - • - HDD, 1 0 3 • • • ^{fWkU. 
HHg-^fX^^:/^ 1 0 4 • • • f3-^ 1 1 0 
• • • 1 1 1 • • • ^^-r'-^tcKk^r 



±U6ii&, 1 1 2 • • • Kw2, 1 1 3 • • • 7,*7=ry7 

/HlKs, i 2 o • • • nyiryy^Kk-eHg^fl^ 1 2 1 

• • -Kk^^-r— 1 22 • • •^^f i '-^ 
^•Kw2TBf^ft, 1 2 3 • • • ri^yy, ^^-r— ^ 
%X>3— K, 1 2 4 • • • TSP^KsT'Bf-^-ft, 1 2 5 

• • • Kw2%Kmc-eB§#ftLEMM-egHffi. 126- • • Kwl 
^rKal THg^Ht LEMMTKHS, 1 27 • • •-i'^>'h£BE 
ft, 1 2 8 • • • Ks^KwlTBt^fkLECMT'gaM. 1 2 9 

• • • KwlA^ 1 3 0 • • • KsA#s 1 3 1 • • • ■< 
^> h A¥> 1 3 2 • • • Kw2A¥, 13 3- • • * $ 

#£Kw2T'^f, 1 34 • • • ^^v^'-^^OKkA 
3\ 1 3 5 • • • *#7*-#£Kk-??Bg^{t, 13 6 — 
•3>fy7« ^^f-^^HDDSi, 1 37 • • ■ 
^^r-^^HDD/j^i^ttiU 138- 
-^^KkT*^> 1 39 • • • ^^-r'-^O— SP^rRM 

pjBA-Kfcwa, i 40 • • • vifX'uyT-yvm.^ 

200 - • • RMP, 201 • • • C A Sffl*- K, 2 

0 2 • • • RMPffl*— 1>\ 2 1 0 • • • &m®M, 2 

1 1 • • "CAS, 2 1 2 • • • RMP> 2 1 3 • • • 
Z^-feXnlftgHDD, 2 1 4 • • • 7^-trX^njH D 
D , 215 - • -RMP, 250 - • • |Sg5£Sff 
X^7>7;^ 251 • • - HDD, 2 5 2 • • -^t 
*tf*HHi^-rX^>':/'5, 300 - • '^-r-** 
Kw2Ti«^ 3 0 1 • • • ^^-r-^cD'W^^T— 
^PfCffiM, 3 0 2 • • • ^-r-^fr^KkA^ 3 0 
3 . . . ^$7— *J&KkT?Hg^fc, 3 10- • oyf 
y^lffSS^ 3 1 1 • • • ^^'-^©W^jA^ 3 

2 o • • • mmsuftm*;, 321 •• • 3.— y-awisw 
3 2 2 • • • 3.— f— y ^xx hwwf, 3 3 0 • • 

• aifMSL 3 3 1 • • • giw^tftigfm 340- 

• •w®m.mmm**z7-ZKfem, 3 4 1 • • • r 

MPffl*— FtC|&tt, 3 4 2 • • • i&Sg&e-^-r-* 
^■Km2TBi^ft, 3 5 0- • • KkTM £7*— £1*^ 3 
5 1 • • • 3.~-*f—fflm<DVm, 3 5 2 • • • KkT-n> 



[0 4] 



[0 7] 



ECU 



Kt 




















► 





». 




BE , 














i 



V-tm Kw2 *- Kmc TWfHfcL, 




y-zm Kwi *«a* Kmi rm* it 

U EMM tfljUTfctlK 



ft Kb *«7-^» Kwl -CKMJfbU 



1 2 S 



1 2 6 



12 7 



12 8 



(21) 



Wffl 2002-176419 



[0 1] 



csuo* 

X 



■ Eft 

■ caws 

• *vMtti 



3 

m±mm 



(i)*Km 



em 







-e* (HKO) 


<**•*) 1 


| <PDA#) 





tt 



ic 

13 ~\* 



8 



[02] 



[013] 



10 5 



*m» t rrtl I H ru-y I — t— » 

» 



i "TT 

1 1 ! 
L— .j 







► 




! 

i 

t 
i 



HDD 



10 3 



&&mi&sk WTfrfi-tA) (a) 

► Wfmttxm mm 

^ ^-,<- fflja[fii (jfflu 



ST301 



mm^m 



,S1303 



^51305 



^51307 
$1309 



SI 3 1 1 



Kk 



[05] 



1 Mfr>i*-* 













EMI 


K«2 


► 






a* 













51313 



^r>7M«i SI 31 5 

"2^ 



#M 2002-176419 



[0 3] 



[0 6] 



L£gJ LgJ LgJ 



MEBfiJj 23 




5 



I 



+ 



^Z^—* &K Kw2 TUt^fb 

I - 



3 >^>y, 



TSP O^-f H *« Kb TNHMfc 

1 



1 2 0 



12 1 



1 2 2 



1 2 3 



[0 9 J 



PSl/SJ 


ECMl 


| | 


ZMMl 


BCUl 




EMM2 








(23) 



¥fTM 2002-176419 



[08] 



IC fs~ K 1 f*KZ>®A8 Kml *ffl^T. ttfHfc;* 
n&Kwl *B»U Kwl £A# 




«^{fc-f h g» Kg U -f^>f>A¥- 

3 



A» Kmc ^UT, VgmtZtltt Kw2 U- 
Kw2 £A¥- 



»ff^{t:;**:r-*£:a Kw2 



BfJfft;;* * * «r HDD S> 



3- 



12 9 

1 3 0 
1 3 1 

1 3 2 

1 3 3 

13 4 
1 3 5 
1 3 6 
1 3 7 
1 3 8 

1 3 9 
14 0 



[Ell 1] 



[0 2 5] 



2 60 



"I 
I 



2 5 1 



TT 

J u 



TT 
i 



2 5 2 



PDR1 



o n a 

® © 



A 



FDR 2 



10. 



NAHM 



MASK 



(24) 



WW 2002-176419 



m i o] 



[El 1 4] 




ami*-** 



PSI/SI 



mmm 



(GRID, tt»*n«) 




z i e 







i r 





CASEd) 


CASE® 


CASE® 


CASE® 




X 


O 


X 


X 




O 


X 


o 


X 




o 


O 


o 


O 



HDD 

















RMP 



Wit 



[0 15] 



AS 



CASffl*7-K.fc»3 
Kwl A* 



jj 



*t**<t (* : K.) 



Kwl Jit) Km 



flMM 



Kwl 



[01 6] 



emra 



I« m : Kw2) 



*Kw2 tj«l»TflW ^ 



3 0 0 



H 1 



Kw2 



(25) 



Wffl 2002-176419 



[0 12] 




(26) 



Wffl 2002-176419 



[0 17] 



[0 18] 



as 



*97~***e>m Kk 

A* 



*CA 



mmt m Kk) 



mmw 



X-^(Kk)* HDD I' 



30 2 



3 03 



•Kk 



Kk 



[02 1] 



yp7 7-r;miif 



T-f JtrlCflMA „ 



3 3 1 




****** >** 



[0 19] 



0 










*^ft (H : Kk) 












* 





















3 1 0 



3 1 1 



MttX 



MM 



(27) 



2002-176419 



[02 0] 



[02 2] 



AS 



*K*Jff 



It-*"* 



3 2 1 



3 2 2 




[0 2 3] 



[02 4] 



IBM 



«<fc (il : Kk) 



Kk 

















am* 











**<fc (it : Kk) 



*A^a77-f*<D 
Kk T3>^>^(Kk) 
» - 



3 5 1 



3 5 2 



•ttAflMt 



(28) 



f# ffl 2002-176419 



[0 2 6] 



[02 7] 



4 0 0 



03 



™3 'fi 



40 1 



PDR2 



A" 



4 0 4 





^S1401 


1 






^ S 1403 














KIOSK*** D *tV 7**, IC FA¥ 








«<&«*. »ii#ftffl^T«* 


^S1409 



[0 2 8] 




D A 



PDR2 





(29) 



ftUB 2002-1 764 



[02 9] 



[030] 




Kk 



Key 



Kk 



Key 



htt««8 



13 1] 



[03 2] 





mm* 


(ttt 












HAM 






















3 >?>y £»T**jE*ffl<B«)jl: 





mat. 
























•SUM* 




• kiosk 




•mam 




• (T-Sutwm) 










earn 


•H 















[03 3] 





W*A*A 


MM 




a.— !f-iWMWi*te» LTIfMi* A* 




as 


*«**^3.— (MM* &1*ftt A¥ 


-awn 

•*At*tt « 



gfffl 2002-176419 



[03 4] 







HMPfflA- H 




«M*£Ltt 








»0 <«Atf*tf) 






HA, (4^-7*) 






«A, (soi,-:/*) 






kwf*|;&5*; 















[0 3 5] 



[03 7] 



mm 





















(A) 



US 






•EMM ftmt-«IHe. fi»«MAHMU»«Wll'r« 






• <7-5>*Kwlt9] 


• ECM ©»7-2« Kw KMC* 0!W£-r*fctffl!>*« 







*1 


a* 




• emm2 **#T*»Kfi#^©«***«fc-r*;: 

t\zwm 


!f-ID («AID) 


* a— If- Ktt G * S £ £ fc* tfffl | 




• ^-^IM&©iw>40w n> 




















• HDD IC3 >5 fc >y***L,T#«-r**»C«« 


«AID 


• *«*l*fc:*A3*ifcic K J c*fjW*yo 7 r 


SAW* 


• *rjn««. ttw, aw, *e 
















mure 













(B) 



[04 1] 



am 






*?hmxi 












mmmto&m 


1 


A 


i 


A 




1 


A 


i 


A 


m**mmmm 


l 


A 


2 


B 




2 


A 


2 


B 



(31) 



# ffl 2002-176419 



[03 6] 







WAD) 


- «AI8IE&<!ftCeM£fr* I D 




• nmmz. if)\r-zf<om^ mm. m\, «e* 








• *AW«*»tt**c;«:^A:P>^>^o^^9*—^ 




X*^-* ID 












«««« 












Kftflttt 











[03 8] 



[04 0] 







«Kw2 










HKk 


(3 ✓7 v > , y ID) 




ttKk 






• Kmc 





(A) 



mm 










r««j s* 








**7~-*2* rHDDj 








r* *<fc □ > > y e y A- n ? & 






ric *-H2oji«y^^B7 



(A) 



_ *0 






























« 
















M 






7*"fc*a.~tf-|«MM| 








W4B 



(B) 



as 


(**HDD*«) 










L. HDD CM 




a > r > y 


9tmm*3>T>*y* thddj *>&m* 


ric *-8 2©*Mt*yxhyo:7r 
y* rijA^xyAjt^rj A^K* 







(32) 



mm 2002-176419 



[0 3 9] 







9 






CA; 










1 


2 


PSI/SI 
















o 




O 




o 












O 
















o 






o 




O 






o 






o 












o 














o 


o 






o 






(HAWK 








o 




O 






o 






o 










o 


o 












mmtm 


o 


o 








O 






o 




















o 


o 








mm 


o 


o 






















o 


O 





[04 2] 







*« 












A-r* 


(2) 





V 



(33) 



f#M 2002-176419 



[0 4 3] 




(34) 
[0 4 4] 



ftffl 2002-176419 



I 



31 



mm 



5 0 0 



5 0 3 



5 04 



5 0 6 



5 0 7 



5 0 8 



(35) 



RfM 2002-176419 



[045] 



HDD*** A 



T 



I 



>*^-*2*lf*ft(fit:Kt') 



7 r 



5 2 0 



5 2 1 



5 2 2 



5 2 3 



5 2 4 



5 2 5 



5 2 6 



5 2 7 



5 2 8 



5 2 9 



5 30 



5 3 1 



CA *vzl-;WC*« / 



5 3 2 



(36) 



WfBB 2002-176419 



[04 6] 



mo ft&m a 



1 



iT 



m :Kt) 

i 



3^ 



1 



hod izmm 



1 £ Kt*£ 
«^<fc (SI : K*2) ^ 



5 2 0 



5 4 0 



5 2 2 



5 4 1 



5 2 4 



5 2 5 



5 2 6 



5 2 7 



5 2 8 



5 4 2 



5 3 0 



5 3 1 



5 4 3 



^>T>VVm (tt:Kk) ' 



(37) 



# ffl 2002-176419 



[04 7] 











i 






15 




1 


tt 

























IK 









£ 


1 

















esi 


* 

1 


1 






m 







m ► 



1 




! 

IS 



■Kg 
is i€ 



A 
n 





(38) 



mM 2002-176419 



[04 8] 



CA W i-fr2 



>*-f-S 1 

Kt' 

1 Km2 — 



W-a7Mt 47 



/St-* 2 

S*7KSfif2 

Kk 

Kt' — 











Kk 









Kt' 



Km2 



>*^r-* 2 



Kk 

Kt' 



Kk 



(51)Int.C1.7 »giJSB# FI ?-V3-K(##) 

H 0 4 N 7/167 H 0 4 N 7/08 Z 

7/167 Z 

(72)f8W# /JnB H F£— 5C053 FA13 FA23 GB01 HA40 KA04 

KK*TfJBaK#Ba»WftraTB6#ift KA05 KA21 KA24 LA06 LA15 

ffi^£;QBiLmftPfi1&m • Ifr>XfAft 5C063 AA01 AB03 AB07 AC01 CA23 

CA29 CA36 DA07 DA13 
5C064 CA14 CC02 CC04 
5J104 AA01 AA12 AA16 BA03 EA01 
EA04 EA17 JA03 MA06 NA03 
NA35 NA37 PA05 



